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ABSTRACT

We develop a model to study the phenomenon of free-riding in
peer-to-peer (P2P) systems. At the heart of our model is a user of
a certain type, an intrinsic and priv ate parameter that re ects the
user's willingness to contribute resourcesto the system. A user
decides whether to contribute or free-ride based on how the cur-
rent contribution costin the system comparesto her type. When
the societal generosity (i.e., the averagetype) is low, intervention
is required in order to sustain the system. We presert the e ect of
mechanisms that exclude low type users or, more realistic, penal-
ize free-riders with degraded service. We also consider dynamic
scenarios with arriv als and departures of users, and with white-
washers: users who leave the system and rejoin with new identi-
ties to avoid reputational penalties. We nd that when penalty is
imp osedon all newcomersin order to avoid whitew ashing, system
performance degrades signi can tly only when the turnover rate
among users is high.
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1. INTRODUCTION

Why is free-riding widespread among users of P2P sys-
tems? How does free-riding aect system performance?
What mechanisms discourage free-riding? How does white-
washing a e ct the performance of P2P systems?

These are the questions that motiv ate us.

P2P systemsrely on voluntary contribution of resources
from the individual participants. However, individual ra-
tionalit y results in free-riding behavior among peers, at the
expenseof collective welfare. Empirical studies have shown
prevalent free-riding in P2P le sharing systems[1, 16]. Var-
ious incentiv e mechanisms have beenproposedto encourage
cooperation in P2P systems|[4, 6, 10, 13, 17]. At the same
time, it has been suggestedthat free-riding can be sustain-
able in equilibrium and may evenoccur aspart of the socially
optimum outcome [12].

We develop a simple modeling framework to help answer
these questions. At the heart of our model is a user asa ra-
tional agert with a private and intrinsic characteristic called
her type, a single parameter re ecting the willingness of the
userto contribute resources(type can beintuitiv ely thought
of as a quantitativ e measure of decencyor generosity).

Each user decideswhether to contribute or free-ride based
on the relationship betweenthe cost of contribution and her
type. We assumethat the cost of contributing is the inverse
of the total percertage of contributors, becausewhen many
peoplefree-ride, the load on contributors increases.Thus, if
at presert a fraction x of the userscontribute, the decision
of a rational userwith typet; is:

Contribute, if 1=x < t;

Free-ride , otherwise

Even within this minimalistic framework we can already
seesomeinteresting implications. In this \free market" en-
vironment, the percertage x of contributors is determined
as the intersection of the type distribution with the curve
x = 1=t. Under a uniform type distribution, the two curves
intersect at two points (see Figure 1), of which the higher
one is the attractor of the natural xp oint dynamics, i.e.,
starting at some initial x, users arrive at individual deci-
sions, their aggregate decisionsde ne a new x, and so on.
As long asthe initial x is above the lower intersection point,
the processconvergesto the upper one. If there is no inter-
section, i.e., when there are too many sel sh rascalsaround,
then x becomes0 (the other attractor, which always exists)
and the system collapses.
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Figure 1: The intersection points of the two curv es rep-
resent the two equilibria  of the system. The curv e x = 1=t
represen ts the contribution cost, and Pr(t; >= t) repre-
sents the generosit y CDF, assuming t; U@©;tm). The
higher equilibrium  (con tribution level x3) is stable.

To understand system performance, we need to analyze
system bene ts, as well as costs. What is a user's bene t
when the level of contribution is x? We assumethat the ben-
et auserreceivesfrom participation in the system (whether
or not she contributes), denoted by Q, is a function of the
form

Q= x

where land > 0 are positive constants. Hence user
benet is an increasing function of the number of contribu-
tors, but with diminishing returnsja form widely accepted
in this context (see, e.g., [2], [3], [15]). Thus, the perfor-
mance of the system, denoted by Wsy siem , is de ned asthe
di erence between (1) the average benet received by all
users (including both contributors and free-riders) and (2)
the averagecontribution cost experiencedby all users,which
e ectiv ely include only the contributors (free-riders incur no
costs):

Wsyslem = X 1 (1)
With this we are ready to tackle more questions:

1. Would excluding low-type users from the system im-
prove performance? The answer seemsto be true only
if the societal generosiy level is low and s large
enough (see Section 3).

2. The exclusion scenario is unrealistic because users'
typesare private. What if free-riding behavior brings
some form of penalty, that is, deterioration of bene-
ts by afraction of (1 p)? We nd that the penalty
mechanism is e ectiv e in discouraging free-riding be-
havior when the threat is su cien tly high relative to
the contribution cost (see Section 4). Moreover, for a
su cien tly high threat, no scocial cost is incurred be-
cause no user is e ectiv ely penalized, so the optimal
performance is achieved.

However, imp osing penalties on free-riders require a way
to identify free-riders and distinguish them from contribu-

1 T T T T T T
09 - e e =1
T 7| L
E 0.6 - o *- - ]
S LT N S
}:5 0.5 - /;/’r/;
) | , X i
= 0.4 N '
8 03 | i a=0 (extreme bimodal) ——
02 [/ i a=01 --x—- |
i i a=0.5 -~ % --
01| B a=1 (uniform) e |
0 I — | | |
0 2 4 6 8 10 12 14

tm

Figure 2: Con tribution level as a function of the societal
generosit y level for dieren t generosit y distributions.

tors. Reputation systems[11, 14] may help, but these sys-
tems are vulnerable to the whitewashing attack, where a
free-rider repeatedly rejoins the network under new identi-
ties to avoid the penalty imposed on free-riders [9]. The
whitewashing attack is made feasible by the availabilit y of
low costidentities or cheap pseudonyms There are two ways
to counter whitewashing attacks. The rst is to require the
use of free but irreplaceable pseudoryms, e.g., through the
assignmen of strong identities by a certral trusted author-
ity [5]. In the absenceof such mechanisms, it may be neces-
sary to imposea penalty on all newcomers, including both
legitimate newcomers and whitewashers. This results in a
social cost due to cheap pseudoryms, as suggestedby Fried-
man and Resnik [9]. We nd that performance is signi -
cantly a ected only for high turnover rates (see Section 5).

2. CONTRIBUTION LEVEL

The contribution level, x, is the fraction of users whose
generosity (type) exceedsthe current contribution cost, 1=x.
Thus, the fraction of userswho contribute is derived by solv-
ing the following xp oint equation:

X = Prob(ti 1=x) (2)

To solve this equation, we need to make assumptions
about the type distribution. In this section, we consider
the following distribution:

Fraction a of the users:t;  U(0;tm)
Fraction 352 of the users:t; = 0
Fraction 352 of the users:t; = tn

The parameter a 2 [0; 1] determines the degree of bi-
modality of the distribution, with a = 0 corresponding to
an extreme bimodal distribution and a = 1 corresponding
to a uniform distribution. tny is the maximum willingness to
contribute resources,and the expected type is always tm =2,
independert of the value of a. ty, is thus an important pa-
rameter of the system, asit re ects the societal \generosity"
(it is twice the expected type).

Fora= 1, auser'stypeis uniformly distributed betweenO
and t, . Under a uniform distribution, we derive the fraction



| General symbols |

ti useri’s type

tm maximal type in population
system benet coe cien t

diminishing returns coe cien t

W realized performance

Q individual benet

R contribution cost

T

z

p

Pm

threat level
exclusion fraction
penalty level
maximal possible penalty

| Static system |
[ x ] contribution level |
| Dynamic system |

Xs contribution level of stayers
Xi contribution level of leavers
Xa average contribution level
d turno ver rate

Table 1. Mo del's sym bol notations.

of contributors as follows:

X = Prob(ti 1=x)=1 1 3)
Xtm
which yields:
i = pt2m 4t
1,2 = 2t

The larger root x; is the stable equilibrium (attractor,
seeFigure 1) while x; is unstable. For tm < 4, there is no
intersection betweenthe curves, thus the contribution level
becomes0 and the system collapses.

The contribution level varies depending on the type dis-
tribution and range (re ected by a and tm) as shown in
Figure 2. It increasesin tm and converges asymptotically
to:

On the other hand, the contribution level falls to zero when
tm falls below the threshold ty" , as shown in Figure 3.

t"" = max 1;(16a)=(1 + a)?

For a uniform distribution, tm"‘_ = 4, whereas for the ex-
treme bimodal distribution, tn" = 1. This means that
when the scocietal generosity level is low, a bimodal type
distribution can better sustain the system than a uniform
typedistribution. On the other hand, when the societal gen-
erosity level is high, a uniform type distribution can realize
a higher contribution level and system performance. For
analytical tractabilit y, we usethe uniform type distribution

in the remainder of this paper. We leave a more thorough
analysis of other type distributions for future work.

3. EXCLUSION MECHANISM

The analysis preserted above suggeststhat when the soci-
etal generosily is low, the system cannot be sustained with-
out intervention. In this section, we analyze the e ect of
intervention in the form of exclusion.

Threshold t_m

Figure 3: The minimal ty value as a function of a that
achiev es positiv e contribution under a bimo dal distribu-
tion.

Figure 4: The eect of the exclusion mechanism. The
shaded area represen ts the excluded wusers, and the
(higher) intersection point occurs at a higher contribu-
tion level.

If we had perfect information about the type of ead in-
dividual user, we could exclude the usersof the lowest type
in order to increasethe contribution level. This shifts the
cost curve downward (see Figure 4), resulting in a higher
contribution level. However, exclusion also decreasesper-
formance by limiting the number of users who enjoy the
system's bene ts. The trade-o is optimized at a particular
exclusion level.

Supposea fraction z of usersare excluded. The xp oint
equation describing contribution level now becomes:

) (4)

z

X = Prolot;
which yields:

4t + 4ty 2z
2tm

Notice that x represerts the contribution level in the entire
system rather than that in the post-exclusion system; there-
fore, the e ectiv e contribution level is the minimum between
this valueand (1 z).

With the exclusion in e ect, the system performance be-
comes:

exclusion

Wsy stem = (x ne 2
The optimal exclusion level is:

exclusion

z = argmax, Weysiem

Figure 5 presents the system performance as a function
of tm with and without exclusion. We seethat intervention



is not necessarywhen the scocietal generosity is su cien tly
high (tm > 4:5). Any performance improvemerts realized
by the high-type users are o set by the lossin benets for
the excluded low-typeusers. In contrast, for lower ty, values,
the exclusion mechanism is e ectiv e in preventing a total
collapsein cooperation.
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Figure 5: System performance as a function of tyn under
free-mark et and exclusion. =07, =10.

4. PENALTY MECHANISM

The exclusion mechanism that we describe is unrealistic,
becauseit assumesthat typesare obsenable. In addition,
the exclusion mechanism excludesusersbasedon innate type
rather than behavior. In doing so, it doesnot allow usersto
adjust their behavior in responseto the imposedthreat.

The penalty mechanism assumesthat free-riding behav-
ior is obsenable, even though innate usertypesmay not be;
that is, usersare labeled aseither contributors or free-riders,
and being a free-rider entails a penalty { deterioration of a
user's bene ts by a fraction of (1 p). An example penalty
would be exclusion with probability p. Another example
penalty, which is mathematically equivalent to the rst, is
service di eren tiation, under which free-riders' system ben-
e ts are reduced, while contributor bene ts are not (see[4],
[11], [8] for various medhanisms that have been proposed
and analyzed, and which would have this e ect). Down-
grading the performance of the free-riders has two e ects,
which both lead to a higher contribution level. First, the
penalty reducesthe contribution cost, denoted by R, since
the load placed on the system is reduced. Second,it intro-
ducesa threat, denoted by T; userswho free-ride know that
they will get reduced service.

Under the penalty mechanism, the realized performance
of contributors and free-riders is:

) = - x+1 x)d p)
Weontr ibutor s = Q R= x —_—

Wsree rider s= Q T = X P X

Consequerly, the contribution level, x, is derived accord-
ing to the following expression:

x=Prob(ti R T)

X+ (1 Xx)(l 9)] px ) )

In what follows, we set = 1 for tractabilit y and presen-
tation clarity. The solution of this xp oint equation is:

X = Prob(t;

p tm+ PP+ 2mp+td  Atm+4p  4p?

X" 20 tm+p)

System performance now becomes:
WS = (x  Dx+ (@ x)L p)

and the optimal penalty level is:

p = argmax, Wiy
While p yields a higher contribution level, it also reduces
the benet to free-riders. However, if p is set high enough,
it achieves full cooperation, and no penalty is actually im-
posed. Based on equation 5, this is achieved whenp 1.

In this case,we achieve the maximal system bene ts:

Qm = Q(x=1)=

For example, if Qm = 10, we only need a mechanism that
can catch and exclude a free-rider with 10% probabilit y, but
if Qm = 1.1, we will needto increasethe probabilit y to over
90%.

These results suggestthat if we impose a high enough
penalty, or are able to identify and exclude free-riders with
high probabilit y, we achieve optimal system performance.
However, in many casesit may be dicult or costly to
exclude free-riders with high probabilit y, and p will be re-
stricted by a maximal feasible value, denoted by pm .

Figure 6 preserts the percertile of optimal performance
that can be achieved by the penalty mechanism for di eren t
pm valuesfor a given of 10. As long asp 1= , optimal
system performance can be achieved, regardlessof the value
of tm. In our example, where = 10, the curverepreserting
pm = 0:1 exemplies this (For lower values of , a higher
pm will be required). On the other hand, if the penalty is
settoo low (e.g., p= 0:01), the resulting performance is not
signi cantly better than the free-market (p = 0) outcome.

An additional issueis the stabilit y of the equilibrium. It is
true that if p= 1= , x = lisan equilibrium for all t,, values.
However, the basin of attraction, [1 ; 1], varies depending
ontm, and a low t, value may lead to an extremely small

or even = 0, which means that the system will never
convergeto x = 1 unlessthe initial x is 1. The threshold
value above which the system convergesto x = 1, denoted
by tir eshold “is a function of and as follows:

tthr eshold - 1 2 +
" (1

tihr eshold increasesin - asexpected. For the value preserted
in the gure (= 10), t!fr eshold = gy = 1:9, which means
that for tm < 1.9, x = 1is not an attractor, and the wider
the desired basin of attraction is, the higher tf" eshold pe.
comes.

5. THE SOCIAL COST OF FREE IDENTI-
TIES

In Section 4, we show that a penalty mechanism can dis-
courage free-riding behavior. However, the e ectiv enessof
penalties can be undermined by the availability of cheap
pseudoryms. In particular, a free-rider might choose to
whitewash i.e., leave and rejoin the network with a newiden-
tity on a repeated basis, to avoid the penalty imposedon a
free-rider. The lower the cost of acquiring new identities, the
more likely a free-rider will engagein whitewashing. Since
whitewashersare indistinguishable from legitimate newcom-
ers, it is not possibleto single them out for the imp osition
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Figure 6: Percentile of optimal performance for dier-
ent values of pm. Note that pm = 0 refers to the free-
mark et scenario. = 10.
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Figure 7: Dynamic system with arriv als, departures,

and whitew ashers. A fraction d of users depart and are
replaced by the same num ber of new comers. At the same
time, a fraction (1 d)(1 xs) of users whitew ash under
FI.

of a penalty. Of course, it is possibleto counter the white-
washing strategy by imp osing the penalty on all newcomers.
However, this results in a social cost, as showvn by Friedman
and Resnid [9].

In this section, we are interested in quantifying the social
cost of cheap pseudoryms in terms of reduced system per-
formance. We do so by extending our model from section 4
into a dynamic model in which usersjoin and leave the sys-
tem. To quantify the performance reduction due to cheap
pseudoryms, we considertwo dynamic scenarios: permanent
identities (PI) and free identities (FI).

Under PI, identity costs are taken to be in nit yl, while
under FI, they are free. In actuality, identit y cost can take
any positive nite value, and usersdecide whether to white-
wash depending on how the identity cost comparesto the
penalty imposed on free-riders and newcomers. In this pa-
per, we focus on the two extreme casesof in nite and free
identity costs, as we believe these casesprovide important
insights while preserving simplicit y.

Lidentit y cost refers to the cost of acquiring any additional iden-
tity after the rst, which is considered to be a sunk cost.

5.1 SystemDynamicsand Population Mixtur e

We model a systemwhere someusersleave and newcomers
join, with a turnover rate of d (Figure 7). We assumethat
arrivals and departures are type-neutral and therefore do
not alter the type distribution 2.

The population at each point in time is composed of the
following four groups:

existing contributors (EC)

existing free-riders / whitewashers (EF/WW)
new contributors (NC)

new free-riders (NF)

The di erence betweenthe permanert and free identities
scenariosis signied by the members of the second group.
While free-riders stay in the system if identities are per-
manent, they will adopt whitewashing behavior under free
identities. However, if penalty is imposedalso on newcom-
ers, free-riders are indi eren t betweenstaying or whitewash-

ing.

5.2 Contribution Cost, Threat and Contrib u-
tion Levels

An important property of the dynamic scenariosis that
not all users care about the threat. The users who leave
the system at the end of each period are not a ected by the
penalty they would have paid had they stayed in the system.
Consequerily, we get two separate contribution levels:

xi: the contribution level of userswho leave
Xs: the contribution level of userswho stay

The values of xs and x; in equilibrium satisfy the following
equations:

x| = Prob(ti R) (6)

Xs = Prob(ti R T) (7)

(Recall that R and T denote the contribution cost and the
threat, respectively).

The average contribution level in the system, denoted by
Xa, IS:

Xa = dx; + (1 d)xs

The contribution level of users who stay is always greater
than or equal to that of userswho leave. Unlik e the static
system, where x = 1 can be achieved for a su cien tly high
p, dynamic scenarioscannot achieve xa = 1 due to the users
who leave.

The user's contribution cost in eac period is determined
by the ratio between the fraction of userswho get the full
benet of the system and those who get the reduced bene t.
If only existing free-riders are penalized (feasible only under
PI1), all other groups get the full benet. However, if all
newcomers are penalized, all groups except for existing
contributors  get reduced service. The following table
preserts the fraction of userswho get the full and reduced
benet under the two scenarios:

2The model can be extended in future work by considering more
sophisticated dynamics, as discussedin Section 6.



| | NC not penalized | NC penalized |
% penalized 1 d@a x) d+ (1 d@ x)
% not penalized a1 dx+d (1 dx

Based on this table, the contribution cost under PI, when
newcomers are not penalized is:

@ dx+d+(1
X
The cost under Fl, when newcomers are penalized is:

@ dx+ddl p+d @ x)@ p)
X

The cost is lower under FI becausea larger fraction of
usersare penalized; therefore the demand placed on the sys-
tem is lower. Nevertheless,the bene ts of all users, except
for existing contributors, is alsoreduced. Under PI, if we set
p su cien tly high, we can obtain a scenariowhere p threat-
ensusersbut no penalty is actually imposed (similar to the
static system, seeSection 4). In contrast, under Fl, impos-
ing a penalty always results in reduced performance, because
newcomers are penalized independertly of their behavior.

5.3 SystemPerformance

Table 2 preserts the fraction in the population and the
realized performance level of each group under the two sce-
narios. System performance is:

d@ x)@  p
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Figure 8: System performance subject to p= p under
free-iden tities, permanen t iden tities and free mark et; =
1, = 3.

Figure 8 comparesthe system performance, Wsy stem , Sub-
ject to a penalty p= p , under Pl and FlI as a function of
tm for dierent turnover rates (d). We make the following
obsenations:

For very small turnover rates (d = 0:01), the sys-
tem performs closeto its optimal level, as the threat

is imposed on the majority of the population, and
thus a small penalty level is sucien t to achieve a
high contribution level. No notable performance gap
exists between Pl and FI. As turnover increases, a
higher penalty is required, which reducessystem per-
formance.

As tn increases,system performance convergesto its
optimal level under both scenarios. The performance
gap betweenthe two scenariosshrinks.

Under a high turnover rate (d = 0:5) and low t,, val-
ues, the system performs better if a penalty is imp osed
on newcomers even under PI. If societal generosily is
low and the turnover rate is high, it is hard to obtain
satisfactory contribution levels, and penalties to new-
comers may help improve contributions by reducing
the load placed on the system.

We conclude that a notable social cost due to free iden-
tities is incurred only when a penalty on all newcomers is
unnecessarily imposed. In particular, the cost is incurred
only under high turnover rates (d) and only in conjunction
with intermediate contribution levels (tm) and low system
benets ( ). In contrast, in caseswhere the system can
tolerate the newcomers, the imposition of a penalty on all
newcomersincurs a social loss. In what follows, we provide
some obsenations that help explain these ndings:

If the turnover rate is low, the fraction of newcom-
ers in the population is small. Therefore, penalizing
newcomers doesnot signi cantly aect system perfor-
mance. In addition, becausethe population is fairly
permanent, a low p imposesa su cien t threat to ob-
tain many contributions.

If the turnover rate is high and the societal generosity
is low, system collapse can only be avoided by reduc-
ing the demand placed on the system. Assessinga
penalty on all newcomersis one method to limit the
demand. In thesesituations, penalizing newcomersac-
tually helpsto sustain the system by reducing system
overload.

If the societal generosity is high, a high contribution
level is obtained even in the absenceof intervention.
Therefore, the best policy under both scenariosis to
imposea small penalty or no penalty. Hence, no no-
table social lossis incurred due to free identities.

If the bene ts of the system ( ) are high, even a small
p results in a high threat to free-riders. Once again,
the optimal p is small, and so no notable gap occurs.

6. DISCUSSIONAND FUTURE WORK

We have preserted an economic model of user behavior
in P2P systems and derived some useful obsenations. In
particular, a mechanism that penalizes free-riders can im-
prove system performance by reducing the cost placed on
contributors.  This mechanism is especially e ective when
the scocietal generosity is low, in which caseperformance is
low or zero in the absence of intervertion. Additionally ,
penalizing all newcomers may be e ectiv e in discouraging
whitewashing behavior. Newcomer penalties reduce system
performance only for high turnover rates.



[ Group (j) | Group Size(f;) |

Realized Performance (W;) |

Permanert identities Free identities
EC 1 dx Q Rpi Q Rey
EF/WW | 1 d x) Ql p) Ql p
NC dx Q Rp. Q(l p) Re.
NF dt  x) Q Ql p

Table 2. The size and realized performance

Our model is exible enoughto accourt for a diverse set
of characteristics. For example, we extend our model to ac-
count for resourceheterogeneity. To do so, we split each user
into anumber of virtual users The number of virtual usersis
proportional to the amount of the user's resources. We nd
that userswith many resourcesbear higher costs, and there-
fore exhibit lower contribution levels. Becausecontribution
from high-resource usersis more valuable in terms of system
performance, a heterogeneoussystem results in a lower sys-
tem performance than a homogeneoussystem. However, if
the resource level and the generosily level correlate, a het-
erogeneoussystem may result in better performance than a
homogeneousone. Sewral researd questions arise in this
context, as discussednext.

In this work, we do not proposea new incentiv e scheme.
Instead, we aim to develop a game-theoretic framework that
shows how incentiv e schemesa ect userbehavior and system
performance, and to obtain a better understanding of the
di eren t factors and system parameters relating to the need
and e ectiv enessof these schemes. For this purpose, we
have simpli ed the model with a set of somewhat restrictiv e
assumptions. In future work, we plan to relax or modify
some of the assumptions and possibly extend the model in
seweral directions:

Additional incentiv e schemes. We plan to analyze the
e ect of system partitioning on user behavior and sys-
tem performance. In particular, if the systemis parti-

tioned into two or more subsystemsthat imp osedi er-

ent penalties on free-riders, how would this a ect the
results?

Additional penalty forms. We plan to consider other
newcomer penalties. One possible penalty is an entry
feethat can be used as a pure transfer to the system.
Some examples of entry feesinclude monetary pay-
ments that can be distributed among the participan ts
or a required contribution of resources. While these
mechanisms entail no direct lossin e ciency , they in-
troduce a dierent set of issues. First, this type of
mechanism essettially forces contribution at the en-
tering stage, and may therefore prevent some users
from participating. Second, contribution of resources
from newcomers prior to their participation may be
limited, becausein many casesthe resourcesare gath-
ered through membership in the system. Third, redis-
tribution of monetary payments may be dicult due
to highly dynamic system membership.

System dynamics (Section 5). In a dynamic scenario,
the model can be extended by assuming (1) departure
rates that depend on performance, (2) arrival rates
aected by p, and (3) dynamics that a ect the distri-
bution by postulating type-dependert departures and

lev el of the dieren

t groups under the PI and the Fl scenarios.

arrivals. In particular, one could imagine that p would
aect the arrival rate in dierent directions. On the
one hand, imposing penalties on newcomers may dis-
courage them from joining the system, which reduces
arrivals. On the other hand, userswho join a system
that penalizesits usersmay expect higher performance
levels. Such a system may be particularly attractiv e
to join. Depending on how p aects the arrival rate,
the performance e ect of free identities may increase
or decreaserelativ e to our results.

Identity costs. In our analysis, we consider the two
extreme casesof innite and zero identity costs. In
future work, we intend to study casesin which the
cost of identity, c, is a positive nite value. In this
context, performance might bene t from imp osing dif-
ferent penalties on free-riders and newcomers (e.g.,

Prew comer s = Prree rider s C).

Additional performance metrics. In this paper, we use
the metric of system performance. This metric assigns
equal weights to the realized performance of all users,
whether they are contributors or free-riders. In the
future, we plan to consider other performance metrics
that might be more appropriate on grounds of fair-
ness. One metric might assign more weight to the
performance of contributors than the performance ex-
perienced by free-riders.

Resource heterogeneity. Seweral interesting directions
can be examined in the context of resource hetero-
geneity. First, how do the results change if userscan
contribute resourcesat dierent levels, as opposedto
the binary categorization of contributor or free-rider
that we have assumedin this paper. Second, it will
be interesting to experiment with alternativ e contri-
bution cost functions that may be more re ectiv e of
the opportunit y cost. For example, users with many
resourcesmay experiencelower opportunit y costseven
when they contribute more resources[7]. If so,the sys-
tem may exhibit better performance.

7. REFERENCES

[1] E. Adar and B. A. Huberman. Free Riding on
Gnutella. First Monday, 5(10), October 2000.

[2] A. Asvanund, K. Clay, R. Krishnan, and M. Smith.
An Empirical Analysis of Network Externalities in
Peer-to-Peer Music Sharing Networks. In Proceedings
of the 23rd International Conference on Information
Systems(ICIS) , Decenber 2003.

[3] L. Breslau, P. Cao, L. Fan, G. Phillips, and
S. Shenker. Web-Cacding and Zipf-lik e Distributions:



(4]

(5]

(6]

(7]

(8]

9]

[10]

Evidence and Implications. In Proceedings of Infocom,
1999.

C. Buragohain, D. Agrawal, and S. Suri. A
Game-Theoretic Framework for Incentivesin P2P
Systems. In International Conference on Peer-to-Peer
Computing, Sep 2003.

M. Castro, P. Druschel, A. Ganesh, A. Rowstron, and
D. S. Wallach. Security for Structured Peer-to-Peer
Overlay Networks. In Proceedings of Multime dia
Computing and Networking 2002 (MMCN '02), 2002.
J. Crowcroft, R. Gibbens,F. Kelly, and S. Ostring.
Modeling Incentiv esfor Collaboration in Mobile Ad
Hoc Networks. In Modeling and Optimization in
Mobile, Ad Hoc and Wir elessNetworks, 2003.

M. Feldman, K. Lai, J. Chuang, and I. Stoica.
Quantifying Disincentiv esin Peer-to-Peer Networks.
In 1st Workshop on Economics of Peer-to-Peer
Systems 2003.

M. Feldman, K. Lai, I. Stoica, and J. Chuang. Robust
Incentiv e Techniques for Peer-to-Peer Networks. In
ACM Conference on Electronic Commerce (EC'04) ,
May 2004.

E. Friedman and P. Resnidk. The Sccial Cost of
Cheap Pseudoryms. Journal of Economics and
Management Strategy, 10(2):173{199, 1998.

P. Golle, K. Leyton-Brown, I. Mironov, and

M. Lillibridge. IncentivesFor Sharing in Peer-to-Peer
Networks. In Proceedings of the 3rd ACM conference
on Electronic Commerce, October 2001, 2001.

[11] S. D. Kamvar, M. T. Sdlosser, and H. Garcia-Molina.
The EigenTrust Algorithm for Reputation
Managemert in P2P Networks. In Proceedings of the
Twelfth International World Wide Web Conference,
May 2003.

[12] R. Krishnan, M. Smith, Z. Tang, and R. Telang. The
Virtual Commons: why Free-Riding can be Tolerated
in Peer-to-Peer Networks. In Worshop on Information
Systemsand Economics, Decentber 2003.

[13] P. Michiardi and R. Molva. A Game Theoretical
Approach to Evaluate Cooperation Enforcement
Mechanisms in Mobile Ad Hoc Networks. In Modeling
and Optimization in Mobile, Ad Hoc and Wir eless
Networks, 2003.

[14] M. A. Nowak and K. Sigmund. Evolution of Indirect
Reciprocity by Image Scoring. Nature, 393:573{577,
1998.

[15] S. Saroiu, K. P. Gummadi, R. J. Dunn, S. D. Gribble,
and H. M. Levy. An Analysis of Internet Content
Delivery Systems. In Proceedings of Symposium on
Operating SystemsDesign and Implementation, 2002.

[16] S. Saroiu, P. K. Gummadi, and S. D. Gribble. A
Measuremert Study of Peer-to-Peer File Sharing
Systems. In Proceedings of Multime dia Computing and
Networking 2002 (MMCN '02), 2002.

[17] A. Urpi, M. Bonuccelli, and S. Giordano. Modeling
Cooperation in Mobile Ad Hoc Networks: a Formal
Description of Sel shness. In Modeling and
Optimization in Mobile, Ad Hoc and Wir eless
Networks, 2003.



