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Abstract. In this paper, we show that two peer-to-peer systems, Pas-
try [13] and Tapestry [17] can be made tolerant to certain classesof
failures and a limited class of attacks. These systems are said to oper-
ate properly if they can nd the closestnode matching a requested ID.

The system must also be able to dynamically construct the necessary
routing information when new nodes enter or the network changes.We
show that with an additional factor of O(log n) storage overhead and

O(log? n) communication overhead, they can contin ue to achieve both of
these goalsin the presenceof a constant fraction nodesthat do not obey
the protocol. Our techniques are similar in spirit to those of Saia et al.

[14] and Naor and Wieder [10]. Somesimple simulations show that these
techniques are useful even with constant overhead.

1 Intro duction

In peer-to-peer systems, all nodes are roughly equal. This equality brings with
it the potential for great power: such systemslack a certral point of failure and
thus could, in principle, be lessvulnerable to faults and directed attacks. Un-
fortunately, achieving this advantageis di cult becausepeer-to-peeralgorithms
propagateinformation widely|greatly expandingthe damagewrought by faulty
or malicious nodes. In this paper, we take a step forward by showing how two
peer-to-peer systems, Pastry [13] and Tapestry [17], can be made tolerant to a
limited classof failures and attacks.

Peer-to-peer networks such as Tapestry and Pastry are comprised of many
overlay nodes ead with a unique random identi er. * One of the most important
tasks in a peer-to-peer network is routing, the ability to passa messagerom a
sourcenode to a destination node whoseID most closely matches a requested
destination. It is this task that we wish to accomplishin the presenceof failures.

To accomplishthis task, eat overlay node maintains a table of connections
to a few (normally O(log n) or sometimesO(1)) of the other peer-to-peernodes,
called neighlors. Theseconnectionsare chosensud that routing decisionsrequire
only information about the destination ID while keepingthe number of hops
in overlay path short. In Tapestry and Pastry (and some other systems), an

! The name spaceis chosen large enough that the probability that two randomly
assignednames are the sameis negligible.
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Fig. 1. Multi-path diversity: If any node Fig. 2. Wide-path diversity: Two nodes
on the path fails, the whole path fails. must fail at samelevel to break path.

additional considerationis keepingthe network distance short by choosing short
links over long oneswhen possible.

Thesesystemsoperate properly if they successfullyroute messagesMoreover,
they must be able to dynamically construct their routing information. We show
that an additional factor of O(logn) spaceoverhead (ie, the normal table size
is O(log n), and for the fault tolerant algorithms, it needsto be O(log? n)) they
can cortinue to achieve both of thesegoalsin the presenceof a constart fraction
nodes that do not obey the protocol. This paper considersa model in which
nodes may be faulty at the overlay level, but cannot modify messageson the
wire. Also, the faulty nodes have no cortrol over their IDs or location. While
this model is weaker than one might like, it doesaddressthe very commoncases
of bad code and aky hardware, and even adversariesof limited power.

The key idea of this paper is to exploit redundancy to tolerate faults, both
in building the neighbor table and in routing. There are two basic approaches
to routing illustrated in Figures 1 and 2. The rst idea (in Figure 1) is to use
multiple paths. As long asone path is failure-free, the messagewill makeit from
the sourceto the destination. Howewer, notice that if one node fails in a path,
the whole path is useless.

Figure 2 shows a dierent technique. Instead of two separate paths, this
diagram show a single path that is two nodeswide. This meansthat all the nodes
in a given step sendto all the nodesin the next step. If any node in one step gets
the messagethen all the nodesin the next stepwill alsoget the messageFor the
routing to be blocked, at somestep, both the top and the bottom nodes must
simultaneously fail. This provides much greater fault-tolerance per redundant
overlay node than multiple paths (even normalizing for bandwidth consumed).
We will exploit this technique later.

There is another, orthogonal, routing designdecision. The routing outlined
aboveis recursive. In recursive routing, the intermediate nodesforward the query
onto the next intermediate node. In contrast, somerouting algorithms (including
the onesdescribed in this paper) are iterative. In iterativ e routing, at eac step,
the initiating node contacts someother node (or a set of nodes) to get the next
hop. The di erence is illustrated in Figure 3. Iterativ e routing is lesse cien t,
but givesthe originating node more cortrol, which can be important in a faulty
network.



Fig. 3. lterativ e vs Recursive routing: Fig. 4. Overlay nodes (hollow circles)
The sourceis on the left, the destination  with neighbor links (dashed lines) above
is on the right. The solid arrows, labeled  physical nodes(solid circles) and network

by number, represert the iterativ e path, links (solid lines). B cannot interfere with
and the dotted arrows represen the cor- messagedrom A to C, but C caninterfere
responding recursive path. with messagedrom A to B.

1.1 Related Work

The researt community hasdescribed a diverseset of peer-to-peersystems|[5, 8,
9,12{14,16,17]. Someof the techniquesof this paper may apply to other systems.
In arecen paper, Sit and Morris [15]identify somebasiccategoriesof attacks
on peer-to-peer networks and somegeneralresponsesto them. Their suggested
responsesare generalenoughto apply to most peer-to-peernetworks, sothey are
in some casesnot completely speci ed. Thus, they do not formally prove that
their approadchessucceed.Two of their concernsare the two problems addressed
in this paper|attac ks on dynamically building of the routing tables and routing
itself. They also suggestthat iterativ e routing may be better in faulty networks.

Douceur in [3] describesthe Sybil attack, in which a faulty node generates
many IDs and then pretends to be many nodes. He shows that it is practically
impossibleto prevert this attack without a certralized authorit y which either ex-
plicitly or implicitly distributes IDs. (An IP addressis an example of an implicit
identi er.)

Castro et al. [2] addressmany the sameissuesas the Sit and Morris, but
as they relate to Pastry in particular. For example, to route securely Castro
et al. rst route normally, and then perform a routing failure test to determine
whether the routing has gonewrong. If their test detectsthat routing may not
have beencorrect, they retry routing with a securerouting protocol.

Their securerouting protocol usesa dierent data structure that, unlike
the normal routing table, does not take into accourt network distance. With
the assumption that nodescannot choosetheir location in the network, and an
algorithm to build the normal table correctly with high probability, 2 this badkup
table may be lessimportant.

Their securerouting technique is essetially that of Figure 1. That is, they
senda messagdrom r di erent starting points. But this technique requiresr to

2 With high probability means the probabilit y of failure to be lessthan 1=n® for
k = ’logn, for somec® that dependson c.



be polynomial in n to get a failure probability (over all paths) to be lessthan a
constart. This paper intro ducesa di erent technique, using the \wide" paths of
Figure 2, that can givesa failure probability of 1=n® whenr is only O(logn) (or
O(log? n) in an stronger fault model).

Saia et al. [14] and Naor and Wieder[10] also made use of the wide paths
depicted in Figure 2. In both cases,they group together nodesinto groups of
size O(log n) and usethose groups as a single virtual node in the overlay. The
network routes correctly aslong as one node in ead unit follows the protocol.
Their routing algorithms are recursive, rather than iterativ e.

Fiat and Saia [4] construct a buttery network of virtual nodeswhere each
virtual node is made up of O(log n) real nodes.(In [14] they make this construc-
tion dynamic.) By having more than one starting point, even when the failures
are picked to be the worst possible,their systemstill performswell for almost all
objects and almost all searders. In their system, nodes have degreeO(log? n).
Naor and Wieder take a di erent approach. They build a constart-degree DHT
(detailed in [9]), and then force eadh node to act for O(log n) others. Sincethe
original degreewas constart, the nal degreeis still a reasonableO(logn).

Section 4 givessimilar techniquesthat can be usedto \retrot" Pastry and
Tapestry with fault tolerance. Thesetechniquesmay be usefulevenwith constart
overhead,and in Section5 shows somesimple experimerts that suggeststhis.

1.2 The Main Idea

We addresstwo problems. The rst is how to build the data structures necessary
for routing in the presenceof faulty nodes. The second,is how to route securely
As mertioned above, we discussPastry [13] and Tapestry [17]. Both of these
are closely related to the static object location system described by Plaxton,
Rajaraman, and Richa in [11]. In these systems,routing is pre x routing based
on the nodesIDs. This meansthat a node must store, for every pre x of its ID,
a node with every one-digit extension of that pre x.

A destination de nes a tree on the network (with the root at the destination),
and this routing processinvolvestraveling from the leaf to the root. (A dierent
destination gives a di erent tree on the network.) At ead routing step, the
messagetravels to some node that is closerto the root in the ID space(that
is, the a node with a longer ID match). Generally, there are many such nodes,
and the systemschoosethe node that is closestin terms of network distance.
This gives a short path, not just in terms of overlay hops, but also in terms
of network distance. However, if the path usesone bad node, the messagemay
never reach the root, or it may reach the wrong root. Sincethere are O(logn)
hops, the probability that at least one of them is faulty is quite large.

The solution in both casesis avoid relying on a single source and to use
measuremets of network distance to decidewhat information is valid.

Section 3 looks at the di cult y of building a correct table when nodessend
incorrect information. In systemslike Chord, neighbors are xed basedon their
ID, while in Pastry and Tapestry, nodesare given freedomto choosefrom among
a set of choices. This exibilit y gives better performance. However, both [15]



Extra Work
Scheme Redundacy/|fail-stop bad-data| additional assumption?
Neighbor Table (Section 3) I o(%) o |
Routing | (Section 4.1) I Oo(l)  0O(l?) |fraction bad nodes< 1=¢
Routing |1 (Section 4.2) I o(%)  o(? |

Table 1. Summary of paper results: All algorithms assumethat ¢ < b, and that | is
(log n) and chosensu cien tly large that with high probabilit y, one node in | is good.

and [2] argue that this exibilit y is harmful becauseit meansthat a node hasa
dicult time determining what information can be trusted.

We shaw that the tables usedby Tapestry and Pastry can be built correctly
even in the presenceof faulty nodes by using a factor of O(logn) additional
storage, where n is the number of nodes in the network. (This gives a total
storage of O(log? n).) The key idea is to gather a list of candidatesfor a given
slot from enoughsourcesthat the probability all are faulty is low. Then we can
usethe network distanceto determine which candidate is the best.

Section 4 presens two routing techniques presenied in this paper are similar
in spirit to that of [14,10] in that they route to a set of nodes at eat level
instead of just one. Howevwer, in this paper, thesesetsare not determined based
on IDs, but on network distance. At eadt step, the algorithm queriesthe nodes
in the current setto get the next set. If onenode in the current setis good, the
hope is that at least one node in the next step is also good. There is a subtlety
here. If the the nodesin the current set return do not return the sameset of
nodesfor the next step, the next set could be larger than the current set. This
growth in the set size meansthat this technique could amourt to o oding the
network, which would be very ine cien t.

However, if the algorithm eliminate some next set possibilities, there is a
danger it will eliminate the only good possibilities. (And if failed nodes tend
to return other failed nodes, the percertage of failed nodesmay be higher than
the percertage of failed nodesin the network as a whole.) The algorithm must
ensurethat it always keepsat least one good possibility for the next step. Our
ideais to usethe network distancefrom the query originator to determine which
nodesare in the next set, sincein our model, the adversary cannot manipulate
ht network distance. For a small enoughfraction of failing nodes, this succeeds
with high probability whenthe setsare of sizeabout O(log n). Section4 preseris
two algorithms implemerting this generalidea. Both results rely on a restricted-
growth assumption about the network, but these techniques may still perform
well in other situations.

Table 1 summarizesour results.

1.3 Mo del

De ning an appropriate failure mode is a di cult task. A weak model may not
be realistic enough,and a model that is too strong is impossibleto make claims



about. Our goalis to present a model that is strong enoughto dealwith at least
somereal problems, but that still allows analysis.

To explain our model, it helpsto view the network as made up of two layers.
The underlying layer can be trusted to deliver messagesThe upper layer, or
overlay layer, consistsof the peer-to-peer nodesand the connectionsthey main-
tain with ead other (using the underlying layer for routing). This overlay is not
trusted. Thesenodescan misbehave, but they cannot destroy or modify message
on the wire, only messageghat make go to the overlay layer. Figure 4 shows
this distinction. Furthermore, this paper makesthe following assumption about
overlay nodes:

{ Node IDs are assignedsecurely

{ Nodesfail, or becomecorrupted, independert of their location.

{ The network must form a restricted-growth metric space.This essetially
meansthat the number of nodeswithin distancer is polynomial in r.

{ Part of the trusted componert is the ability to measurenetwork distance(i.e.,
by pinging).

{ For oneof the securerouting algorithms (Section 4.1, we assumethe fraction
of bad nodesis small comparedto the growth rate of the graph.

All our results apply to the fail-stop model, where nodes that fail simply
ceaseresponding to messagesbut do not misbehave. However, they also apply
in a worse case,in which \failed" nodessendmessagesvith bad data.

The major di erence between our model and that of Castro et al. [2] is
focusedaround our assumptionson the network topology. This paper requiresa
secureway of measuring network distance, supplemeried with the assumption
that nodesfail independertly of their distance. While these requiremerts may
seemlimiting, note that changing distance measuremets, particularly making
them shorter, is actually quite di cult without interrupting the o w of messages
at the lowestlevella capability for denial of servicethat is outside the scope of
this paper (and of the Castro et al. solution).

Secondrelaxation of the location independencerequiremert canleadto rout-
ing failure in regionswith high local concenrations of bad nodes;in this circum-
stance, our techniquescould be supplemered with any non-local technique (for
example[2,10,14]).

2 Preliminaries

This sectionbrie y describesthe Tapestry neighbor table and routing algorithm
(for the object location algorithm, see[7]). Note that the data structure pre-
serted here is almost identical to Pastry (and very similar to [11]), though the
two systemsdi er markedly in how they handle object location. Discussingthis
di erence is outside the scope of this paper.

A peeror node in Tapestry is assigneda random ID (all the IDs are the same
length) with digits in somebasehb. The name spaceis chosenlarge enough so
no two IDs will be the same.A messageis routed toward a destination using



pre x routing. That is, if the destination is 1234,the rst routing hop goesto
a node with an ID beginning with 1, the secondhop goesto a node with an
ID beginning with 12, and so on. To do this, for ead prex  of a node's ID,
the node must keepa pointer to one node with ead possibleextension of that
pre x. For example,for = 12, the node 1234 must keep a pointer to a node
beginning with 120,121,122, etc.

When there is more than one node meeting a condition, the closest suc
node is chosen.As a result, links belonging to shorter pre xes in the neighbor
tables tend to be shorter in network distance than the oneson higher levels,
becausethere are more nodes meeting shorter pre xes. In the classof networks
consideredin this paper, theselink lengths are geometrically increasing, so the
distance traveled is proportional to the distance between the source and the
destination, and is independert of the number of hops. Let B, (A) be the ball of
radius r around A, or all the points within r of A. Then the condition neededis

Bz (A)j  cjBr(A)j; 1)

where c the expansionconstart of the network.

In words, this meansthat for a given node A, the number of nodes within
2r of A is no more than a constart times the number of nodes within r of A.
Graphs that can be modeled as grids for somedimension d meet this condition
with ¢ = 29. This condition probably does not hold on the Internet; however,
this may still be a useful model in practice.

At somepoint in the routing, there may be no node matching a given ID,
and the two systemsdi er in how they handle this case.Pastry keepsa list nodes
with nearby IDs, called the leaf set. (In most cases.this list contains the nodes
in the highest levels of the tree. It is usefulin ways not discussedhere, see[13].)
When a hole is encourtered in the routing table, routing proceedsusing these
nodes. Tapestry de nes a substitute or surrogate node for the missing node and
routes towards that node.

For the purposesof this paper, it is conveniert to notice that ead destination
is the root of a tree containing all nodesin the network. Then, a route is a path
from a leaf to the root of the tree. Relative to the root, ead node has a level,
where the level of a node is the length of the longest matching pre x with the
root.® For simplicity, imagine that a level- node is also a level-(i 1) node, a
level-(i  2) node, and so on. The longer the matching pre x, the higher up in
the tree a node is, and a level-0 node is a leaf. Then ewvery level-i node takesas
its parent the closestlevel-(i + 1) node, where closestrefersto network distance
(i.e. ping time). Sometimesnodeswill have multiple parents. The k parents of a
level-i node are the k closestlevel-(i + 1) nodesto beits parerts.

A path through the network is then a path from a leaf in this tree to the
root. For example, the ID 1234, the root of the tree is the node with ID 1234,
its children are the nodeswith IDs beginning with 123, and their children are
the nodes beginning with ID 12, and so on. Each node in the network then

% In Pastry, using the leaf sets bypassessome of these levels, however, in almost all
cases,the number of levels bypassedthis way is small.



participates in n trees, but in only needsto store b parents at eat level in the
tree (see[11,13,7]). This meansthat its total storageis blog,n. For simplicity
and easeof exposition, the rest of this paper imaginesthat there is only onetree.

A recent paper [7] shavs how to build theseneighbor tablesin a distributed
way. Here, we improve on that algorithm by making it more tolerant to faults.
First, let us state a lemma from that paper. Supposea ball around A of radius
r corntains k nodesat level-i. The lemma bounds the probability that a larger
ball around A (of size 3r) contains k level-i nodesthat also satisfy predicate
p(X) where nodessatisfy p(X ) independertly with probability f . The following
lemma is proved, though not in exactly this form, in [7].

Lemma 1. Suppse the inner ball of radius r contains k = O(logn) leveld
nodes. Then so long as f ¢ < 1, the ball of radius 3r contains no more than k
leveldi nodessatisfying p (where c is the exmnsion constant of the network.)

The special casewhen p(X) is the probability that X is a level-(i + 1) node
will turn out to be particularly useful, so we formally state it in Corollary 1.
This lemma and the remainder of the paper require that ¢ < b.

Corollary 1 Supmse the inner ball of radius r contains k = O(logn) leveld
nodes. Then so long as c?=b< 1, the ball of radius 3r contains no more than k
level{i + 1) nodes.

3 Building the Neigh bor Table in the Presence of Faults

Recall that for a O(blog,n) of dierent pre xes, a node must store the closest
in terms of network distance, node with that pre x. (It is beyond the scope of
this paper to motivate this choice.) When nodesare inserted, they must also be
ableto nd the closestnode with the given pre x. The algorithm of the section
givesa way to do this.

Viewing the algorithm asa black box would require running it oncefor every
pre x. In fact, it can also be used more cleverly. By choosing the appropriate
starting point, in one passit nds oneerntry at every level. Further, [7] shoved
that by choosingparameterscarefully, we can usethis techniqueto Il the entire
table.

3.1 The Fragile Algorithm

Recall that nodes are divided into levels of geometrically decreasingsize, such
that the ith level contains roughly n=b nodes.Further, recall that a level-i node
choosesasits parent (or parents) the closestlevel-(i + 1) node. (This arrangemert
was motivated by [1,11,18] which usedthat to get paths through the network
that not only had few hops, but alsoshort network distance.) Figure 5 shaws the
algorithm of [7]. Section 3.2 will explain how a slight modi cation in the data
structures usedby this algorithm makesthe algorithm much more robust.

The algorithm starts with a list of the k closestnodesat maxLevel We call
this list the RootSet, since in the fragile version of the algorithm, this set



metho d FindNearestNeighbor (QueryNode,Ro otSet )

1 maxLevel Level (RootSet)
2 list Ro otSet
3 for i= maxlevel-1to O
4 list GetNextList  (list , i,QueryNode)
end FindNearestNeighbor
metho d GetNextList  (neigh borlist , levelQueryNode)
1 nextList ;
2 for n 2 neigh borlist
3 temp GetChildren (n, level)
4 nextList KeepClosestk (temp [ nextList )
5 return nextList

end GetNextList

Fig. 5. Finding the Nearest Neighbor: This algorithm operates with respect
to the tree de ned by the Ro otSet . For more detail, seetext.

contains only the root. Assumethat theseare all the nodesat maxLevelor the
closestk such nodes. Then, to go from the level-(i + 1) list to the level-i list,
query eat node on the level-(i + 1) list for all the level-i nodesthey know, or,
in other words, their children. The algorithm trims this list, keepingonly the
closestk nodes. The proof that the k nodeskept at ead step are actually the
closestnodesat that level is deferredto the next section.

3.2 The Robust Algorithm

The existence of one failed node can causethe algorithm to return a wrong
answer. In particular, if the nearest neighbor is B, and the parent of B does
not respond or doesnot report the existenceof B, then the querying node never
nds out about a B. This fragility is clearly undesirable.

This problem is solved without changing the algorithm, by changing the
de nition of \parent". Each level-i node B, (where level-i is de ned with respect
to a particular tree), now nds the closestl level-(i + 1) nodesand treats them
asits parents, and it, in turn, is a child of all those | nodes. Notice that if any
parent reports B, the querying node will be ableto nd B.

With | parents, and a failure probability of f, the probability that all the
parerts fail is f' (here, failure meansthe node should return B but either does
not reply, or returns a list without B). If | = O(logn) and f is constart, then
the probability of a failure is an inverse polynomial in n. (Unless the root is
assumedto be good, the Ro otSet must also be of sizel. If this is not given to
the algorithm, we can use the fault tolerant routing described in Section 4 to
nd a setof nodesat the right level.)

In order for this argumert to hold, the algorithm must query all of B's
parerts, so clearly k must be large enoughthat the algorithm will query all of
B's parents. The following argumert shows that this can be done with k still



O(logn) (solong as| = O(logn)). The idea is that any nearby node has its
parents nearby aswell, for the correct de nitions of nearby.

Lemma 2. For k > bl, with | = (logn), with high probability, the k closest
level{i + 1) nodescontain all the parents of the closestk leveli nodes.

Pick k > bl. Then the expected number of level-(i + 1) nodesin a set of k
level-i nodesis at least |, and if k = O(logn), we can sa that the number of
level-(i + 1) nodesis at least| with high probability. Now let r; be the radius of
the ball containing k level-i nodes.We just argued that this ball also contains
| level-(i + 1) nodes.But now apply the Circle Lemma (Lemma 3) to say that
if B is within the radius of the closest! level-(i + 1) nodes,then it is also with
ri. That meansits parents are within 3r;, and by Lemma 1, 3r; < rj;+; . Sowith
high probability, the k closestlevel-(i + 1) nodescontain all the parents of any
level- node within distancer;. t

Sincethis is a high probability result, we can usethe union bound to argue
that over evenlogn levels, with high probability, there is no failure at any level.

4 Routing in a Faulty Network

In [2], the authors presert a routing technique for dealing with hostile networks.
Their idea is to user dierent paths to the root, and then they argue that if
a fraction f of the nodesare corrupted, then the probability a messagereaches
the destination along a particular path is (1 f)*°9s" The probability that
all r of the paths fail is (1 f)*°9")" Asymptotically, this is a rather low
probability of successln fact, using their formulation, the probability of failure

ismorethan (1 (1 f)¥°9»")" which is approximately exp( rn"s ). If
the desiredfailure probability is constart, then r must be a polynomial in n.

We give two techniques for more fault tolerant routing. Both use iterativ e
routing. Recallthat in iterativ e routing, the initiating node controls the process.
Given a list of ith hop nodes, the node wanting to route contacts one of them
asksfor possiblei + 1st hops.

If an ith hop node returns nodes that look like good (i + 1)st hops but
are not, then the initiating node does not know which of the nodes are good.
Consider the casewhere the nodesare malicious but of limited power and want
to pass messagen to a particular subnet (perhaps their own, becausethey
control it, or perhaps another to get rid of trac). Picking from among the
returned nodesat random may alsobe a problem, sincethe miscon gured nodes
may be more likely to return other miscon gured nodes, while the correct nodes
may return miscon gured nodeswith probability proportional to the fraction of
miscon gured nodes.Both of the techniquesof this sectionattempt to deal with
this caseby using network distance information to pick from this set of returned
nodesonesthat are reasonablylikely to be good.

Assumethat the fraction of faulty nodesis f . Both of our techniquesrequire
ead node to store not one neighbor in ead entry in the routing table, but
I = O(logn). In the tree terminology, this means ead node stores not one
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Fig. 6. The parents of B lie within the big circle. The squaresrepresert some
of the level-(i + 1) nodesthat B could chooseas parents.

parent, but | parents, so the structure is no longer a tree, but the parent and
child terminology still applies.

The rst technique is simpler and more practical algorithm, but the analysis
is more complicated and holds only holds when f is small.

4.1 Routing Technique |

The technique is in somesensea sort of reverseof the nearestneighbor algorithm
described in the previous section. The algorithm works as follows.

{ The query node starts with a list of | level-i nodes.It then contacts ead of
thesenodesand asksfor the their | closestlevel-(i + 1) nodes.

{ The query nodethen getsa list of nodes,eliminates duplicates, and measures
the distance to all of them. It then choosesthe closestl, and goesback to
the rst step.

At somepoint, there will be no nodes at the next level, and the algorithm
has found the root. To prove this works, we needto show is that at eadt step,
there is at least one good node amongthe I.

Let the query node be Q. We start by proving the following lemma relating
distance to a node to the distanceto its parert.

Lemma 3 (Circle Lemma). Letr be a radius such that B, (Q) (the ball of
radius r around Q) contains at least | level{i + 1) nodes. Then for any leveld
node within r of Q, all its parents are within distance 3r of Q.

Proof. SeeFigure 6. SupposeB is a level-si node within distancer of Q. Note
that B hasl potential parents within r of Q. By the triangle inequality, all these
nodes are within 2r of B. If B choosesdi erent parents than the nodes within
the smaller ball, it could only be becausethey were closer,so all of B's parents
are within 2r of B. But this meansthey are within 3r of Q. t

Now, let r; be the radius of the smallest ball around Q containing | level-i
nodes(ri+1 is de ned similarly). By Lemmal, 3r; < rij+1 with high probability.
Combining that with the Circle Lemma, gives

11



Corollary 2 Consider a setof | leveli nodeswithin ri+; of Q. Supmsef ¢ < 1
(that is, the fraction of bad nodesis su ciently low) and that there is at least
one gaod node among the | nodes. Then with high probability, we will be ableto
nd | level{i + 1) nodeswithin ri,, suchthat at least one of them is gaod.

Proof. Considerthe ball of ri+; around Q. We know that there is at least one
good level-i nodeinsider;.; . Call this node B. By the Circle Lemma, B's parents
are all with 3rj.;, and by Lemmal, 3ri+1 < ri+2 . Then B's most distant parent
givesus a bound on the distance to the furthest node in the next level list.
Using Lemma 1, the number of bad level-(i + 1) nodeswithin 3ri; is less
than ¢2f | with high probability for | = O(logn). Soif f c? < 1, there are not
enoughbad nodeswithin the bound given by B's parent, soof the | level-(i + 1)
nodes, at least one of them is good. t

Note that this is a pessimisticproof. Evenif there are| bad nodescloseenoughto
the query node, it is not immediately clear how bad nodescould take advantage
of that fact without a great deal of coordination.

This algorithm does |2 extra work in the worst case,since ead of these |
nodescould return | di erent parerts, giving a total of 1> answers, ead of which
must be contacted. In the fail-stop case,where nodesdo not return bad data but
simply stop working, most of thesel? nodeswill be the same,so the algorithm
need only ping O(l). To seethis, considerthe level-i list. All those nodes are
within ri.1, and all their parents will be within rj., . By the Equation 1, the
number of i + 1 nodeswithin ri., is expectedto be c¢?l.

4.2 Routing Technique 11

This algorithm givesa tighter bound in the proof and works for any value of f
(by picking | large enough), independert of the network, but this would not be
as cornveniert to implemert in practice.

At every step, this algorithm ensuresthat it knowsthe closestl level-i nodes.
In Section4.1, the algorithm did not guaranteethat it had the \closest" | nodes.
Knowing that they are the closestmeansthey are determined by the structure
of the network and not by the misbehavior of the bad nodes, so the probability
of failures is independen (given our network assumptions)amongthesel nodes.
The algorithm works as follows:

1. From the level-i nodes,pick all the level-(i + 2) nodes.In Lemma 4, we show
that | = O(log n) is big enoughsud that with high probability, at least one
of the level-i nodesis good level-(i + 2) node.

2. Get the children of thesenodes.

3. Pick the closest! of these children to be the set of level-(i + 1) nodes.

To prove this works, we show two things. First, that the rst step succeedsthat
is, that there is at least one good level-(i + 2) node among the | level-i nodes.
Second,we show that if there is such a node, it will be able to return all good
children. This is true if the closestl level-(i + 1) nodesall have the level-(i + 2)
nodesfrom the rst step asparents. The rst stepis showvn next.

12



Lemma 4. For | log(1= )%, the probability than none of the leveli nodes
are gaod level{i + 2) nodesis lessthan .

Proof. Given a level-i node chosenuniformly at random, the probability it is a
level-(i + 2) node is 1=F7. Sincefailures are independert of node ID and location,
the | closestlevel-i nodesare independen trials. The probability a node is good
is(1 f), sothe probability isit alevel-(i + 2) node and not faulty is (lbzf ). Given
| level-i nodes,the probability that none of them are good level-(i + 2) nodesis
@ 9y exp( D) and picking | = log(1= )%, the probability the
list doesnot contain a suitable level-(i + 2) node is lessthan . t

Setting = 1=n°, the bound is a high probability bound. Next, we show the
secondpart, that the level-(i + 2) nodes chosenhave as children the closestl
level-(i + 1) nodes.

Lemma 5. SuppmseA is a level{i + 2) node and is among the closestl| leveld
nodesto B. Then for | = O(log n), with high prokability, the closestl level{i + 1)
nodesto B point to A.

Proof. We prove this using Corollary 1. As usual, let ri,; bethe smallestradius
such that the ball of radius ri,; around B contains | level-(i + 1) nodes.
Consider a level-(i + 1) node, call it C, within r;+; . Notice that C has a
potential parent, A, within distance ris; + r; 2ri+1 . If it doesnot have A
as a parernt, then it is the casethat there are more than | level-(i + 2) nodes
within 2r;.; of C. But sinced(B;C) rj+1, this implies that there are at most
| level-(i + 2) nodeswithin 3ri,; of B. Now apply Corollary 1 to say that this
is unlikely when ¢ < band | is chosenlarge enough. t

5 Exp eriments

We implemented the nearest neighbor (Section 3) algorithm and the routing
algorithm of Section 4.1. The simulation used 50,000no0des, using a baseof 10
(this meansthe number of stepsto the root was v e or six.) The underlying
topology usedwas a grid, where the overlay points were chosenat random.

The failed nodesin both casesonly return information about other failed
nodes. This is worse that the fail-stop model, since here nodes are actually
getting bad data, but is not the worst that bad nodescould do.

For varying fractions of bad nodes, we ran the nearestneighbor algorithm,
and calculated the number of times that algorithm gave the incorrect answer
becauseof the failed nodes? SeeFigure 7. Notice that when half the nodesare
failed, the number of incorrect (i.e., not closest) nodes actually decreasesthis
is becausereturn only other failed nodesdoesnot causeproblemsif the the end
answer is also a failed node.

4 The algorithm implemented here is an improved version of the algorithm described
in [7] that follows the same general outline but changesk during the course of the
algorithm. For details, see[6].

13



50000 nodes, base = 10 50000 nodes, base = 10
100 T T T T T T T 100

,,,,,,,,,,,

80 80

T
[GENALE

qORWNPR |

60 60

,,,,,,,

40 + 40 +

Percent Incorrect
Percent of failed routes

20 - 20 F

0 eI . - 0 - o el
0.1 015 0.2 025 0.3 035 04 045 05 0.1 015 0.2 025 0.3 035 04 045 05
Fraction of Bad Nodes Fraction of Bad Nodes

Fig. 7. Percertage of incorrect entries  Fig. 8. Percertage of routes that fail to
over 5,000 trials in a network of 50,000 reach the root when the algorithm of
nodes. Even a small amount of redun-  Section 4.1 is used. Notice that a small
dancy (shown here as ) signicantly re- amount of redundancy (shown here as|)
ducesthe number of incorrect entries. helps tremendously.

There was large variance; if nodes near the root had failed, the number of
incorrect nodesreturned was quite high. The situation was particularly bad for
one parent is used, sono data point was included on the graph.

Figure 8 shaws that chance of reaching the root improvesa great deal with
only alittle additional overhead.Note that Tapestry already storestwo backups
for every entry, so |l = 3 requires no additional overhead. (And the nearest
neighbor algorithm usesthesebackups.)

6 Conclusion

Tolerating misbehaving componerts is a requiremert for any large-scalesystem.
In this paper, we took a step toward achieving this goal for peer-to-peer overlay
networks|b y harvesting redundancy. We showed how to build routing tables
that take advantage of locality in the network even in the presenceof faulty
nodes.We also presenrted a technique for fault-tolerant routing that givesa high
probability of successvith small overhead.Although we applied thesetechniques
to the speci c instancesof Tapestry and Pastry, thesetechniques appear to be
generally applicable and could enhanceother systems.
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