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Abstract
The databasereseach communitypridesitself on
scalabletechnolagies. Yet databasesystemgradi-
tionally donotexcelononeimportantscalabilitydi-
mension:the degreeof distribution. Thislimitation
hashampeedthe impactof databaseednolagies
on massivehdistributedsystemdike the Internet.

In this paper we presentthe initial design of

PIER, a massivelydistributed query enginebased
on overlay networks,which is intendedto bring

databasequeryprocessingacilities to new, widely
distributedenvironments e motivatethe needfor

massivelylistributedqueries andarguefor a relax-
ation of certaintraditional databaseeseach goals
in the pursuit of scalability and widespead adop-
tion. We presentsimulationresultsshowingPIER
gracefully running relational queriesacrossthou-
sandsof madines,and showresultsfromthe same
softwae basein actual deploymenbn a large ex-

perimentalcluster

1 Intr oduction

The databaseesearclcommunitypridesitself on the scala-
bility of its technologiesThe challengeof supporting‘Very
Large DataBases”is coreto the communitys identity, and
ongoingresearcton scalabilityhascontinuouslymovedthe
eld forward. Yet databasesystemsdo not excel on one
importantscalability dimension: the degreeof distribution.
This is the key scalability metric for global networked sys-
temslik e the Internet,which wasrecentlyestimatecat over
162 million nodes[9]. By contrast,the largest database
systemsin the world scaleup to at most a few hundred
nodes. This surprisinglack of scalabilitymay help explain
the databaseommunity’s lamentthatits technologyhasnot
become“an integral part of the fabric” of massvely dis-
tributedsystemdik e the Internet[4].

In this paper we presentPIER (which standsfor “Peer
to-Peerinformation Exchangeand Retrieval”), a query en-
gine that comfortablyscalesup to thousandsf participat-
ing nodes.PIER s built on top of a DistributedHashTable
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(DHT), a peerto-peerinspiredoverlay network technology
thathasbeenthe subjectof muchrecentwork in thenetwork-

ing andOS communitieg26, 31, 29, 36]. We presentsim-

ulation resultsshaving PIER gracefully running relational
gueriesacrossthousandof machinesandinitial empirical

resultsof the samesoftware basein actualdeploymenton

our departmens largestactive clusterof computers.

Our agendan this initial paperon PIERis twofold. We
shav thata systemlike PIER presents “technologypush”
toward viable, massvely distributed query processingat a
signi cantly larger scalethan previously demonstrated.In
addition,we presentvhatwe believe to be animportant,vi-
able*applicationpull” for massve distribution: thequerying
of Internet-basedatain situ, without the needfor database
designmaintenancer integration.As ateamof network and
databaseesearchersye believe in theneedandfeasibility of
suchtechnologyin arenadik e network monitoring.

The primary technicalcontributions of this work are ar
chitecturaland evaluative, ratherthan algorithmic. We ar
gue that certain standarddatabasesystemdesignrequire-
mentsare bestrelaxed in orderto achiese extreme scala-
bility. We presenta novel architecturemarrying traditional
databasejueryprocessingvith recentpeerto-peemetwork-
ing technologies,and we provide a detailed performance
study demonstratinghe needfor and feasibility of our de-
sign. Finally, we describenow our architectureandtradeofs
raisea numberof new researchlyuestionshotharchitectural
andalgorithmic,thatareripe for furtherexploration.

2 Querying the Inter net

In this section,we presentsomemotivating applicationsfor
massiely distributed databasdunctionality, andfrom them
extract designprinciplesfor a reusablesystemto address
theseapplications.

2.1 Applications and DesignPrinciples

Peerto-peer (P2P) lesharing is probably the best-knavn

Internet-scalequery applicationtoday — in today's post-
Napsterpost-AudioGalaxyera,thesetoolstruly run queries
acrosghe Internet,andnot on centralizedseners. Therea-
sonis not particularlynoble: decentralizedlataspreadse-

sponsibility and tracking of copyright violation, motivating
in situ processingf le dataandmetadatdq lenames,sizes,
ID3 tags,etc.) Thewide distribution of this datacomesfrom

massie deploymentby “normal”, non-expert users. These
systemsaarenot perfect,but they arevery useful,andwidely

used. In this sensethey echotherise of the Web, but their
query functionality is richer than point-to-pointHTTPR, and
“closerto home”for databaseesearch.



We believe therearemary morenatural(andlegal) appli-
cationsfor in situ distributedquerying,wheredatais gener
atedin astandardvayin mary locationsandis notamenable
to centralized;warehouse”-typsolutions.Warehousingan
be unattractve for mary reasonsFirst, warehousearebest
suitedfor historical analysis;someapplicationspreferlive
data.Secondwarehousesanbeexpensveto administeyre-
quiring adatacenterwith sufcient storageandbandwidthto
scale.Finally, socio-politicalconcernsnaydiscouragevare-
houses- with their centralizedcontrol and responsibility—
whendistributedquerysolutionsareavailable.

An application catggory of particularinterestto us is
widespreacetworkmonitoring Network protocolslike IP,
SMTR andHTTPtendto have standardlatarepresentations,
andalsohave widespreadener implementationshatcould
plausibly participatein “wrapping” the datafor useful dis-
tributedqueryprocessing.

As aconcretexample we discusgheproblemof network
intrusiondetection Network behaiors canbecateyorizedby
“ngerprints”, which may be basedon mary kinds of data:
sequencesf portaccessege.g. to deteciportscannersyort
numbersand paclet contents(for buffer-overrunattacksor
webrobots,)or application-leel informationon content(for
email spam). An intrusionis often hardto detectquickly
exceptby comparingits “ ngerprint” to otherrecently ex-
periencedattacks. We believe that mary standardnetwork
seners(e.g.,mail seners,web seners,remoteshells,etc.)
andapplications(e.g.,mail clients, calendamprogramsweb
browsers etc.) couldbundle ngerprint-generatingvrappers
to optionally participatein distributedintrusiondetection.

PIER providesa way to e xibly andscalablyshareand
guerythis ngerprint information. Eachattaclked nodecan
publishthe ngerprint of eachattackinto PIER's distributed
index, whereit will persistfor someperiod before “aging
out” (Section3.2.3). To determinethe threatlevel, organi-
zationscanthenperiodicallyquerythe systemto seewhich

ngerprints aresimilar, how mary reportsexist, etc.

For example, in orderto nd compromisednodeson
the network, it may be useful to use multiple ngerprint-
wrappersto identify multiple kinds of “intrusions” from a
singledomain— e.g.,to identify unrestrictecemail gatevays
(often a channelfor spam)runningin the samesubnetasa

webrobot(which maybe crawling for emailaddresses):
SELECT S.source
FROMspamGateways AS S,
WHERES.smtpGWDomain
= R.clientDomain;

robots AS R

In amoregenerakrvironment,a summaryof widespread
attackscanbe a simpleaggreationqueryover a single n-
erErinttable: _
ELECT l.fingerprint,
FROMuintrusions |
GROUPBY L.fingerprint
HAVING cnt > 10;

count(*) AS cnt

Organizationsnay treatsomereportersasmoreusefulor
reliablethanothers,andthereforemaywantto weighresults
accordingto their own storedjudgmentof reputations.This
canbeeasilyaccomplishedvith thefollowing query:
SELECT Lfingerprint,

count(*) * sum(R.weight)
FROMuintrusions I, reputation R
WHERER.address = l.address
GROUPBY L.fingerprint
HAVING went > 10;

AS wcent

We chooseintrusion detectionexamplesbecauseve ex-
pectmary peoplewould willingly settheir senersto “opt
in” to a communalsystemto improve securityt. How-
ever, mary analogousexamplescan be constructedusing
standardnetwork tools available today For example, net-
work tools like tcpdump can be usedto generatetraces
of paclket headerssupportingquerieson bandwidthutiliza-
tion by source,by port, etc. Beyondthe analysisof paclet
headergwhich arearguably“metadata”),ntrusiondetection
toolslike Snort[28] cantake a paclet streamandgenerate
signaturesmuch like thosedescribedabore, by examining
both paclet headerandthe data“payloads”thatthey carry.
Toolslike TBIT [24] canbeusedto supportqueriesaboutthe
deploymentof differentsoftwareversions(TBIT reportson
TCP implementations)this canbe usefulfor doing “public
health” risk assessmerdnd treatmentplanningwhen secu-
rity holesareidenti ed in certainsoftwarepackagesQuery
applicationutsideof networking arealsoplausiblejnclud-
ing resourcediscovery, deepweb crawling and searching,
text searchetc.

We intendfor PIERto bea e xible frameawork for awide
variety of applications- especiallyin experimentalsettings
wherethe developmentandtuning of anapplication-speci ¢
systemis not yet merited. We areinterestedn boththe de-
signandutility of sucha general-purpossystem- our goal
is bothto developandimprove PIER, andto useit for net-
working research.

2.2 RelaxedDesignPrinciples for Scaling

The notion of a databaseystemcarrieswith it a numberof
traditional assumptionghat presentsigni cant, perhapsn-
surmountabléarriersto massve distribution. A key to the
scalability of PIER is our willingnessto relax our adher
enceto databas#éraditionin orderto overcomethesebarriers.
Basedon thediscussiorabove, we identify four designprin-
ciplesthatwill guideourattemptto scalesigni cantly:

a) RelaxedConsistency

While transactionatonsisteng is a cornerstonef database
functionality, conventionalwisdom statesthat ACID trans-
actionsseverely limit the scalabilityand availability of dis-
tributeddatabasesACID transactionsrecertainlynot used
in any massvely distributed systemson the Internet to-
day. Brewer neatly codi es the issuein his “CAP Conjec-
ture” [11] which stateghata distributeddatasystemcanen-
joy only two out of threeof thefollowing propertiesConsis-
teng, Availability, andtoleranceof network Partitions. He
notesthatdistributeddatabasealwayschoose'C”, andsac-
ri ce “A” in thefaceof “P”. By contrastwe wantoursystem
to becomepart of the “integral fabric” of the Internet— thus
it mustbe highly available,andwork on whatever subsetf
thenetwork is reachableln theabsencef transactionaton-
sisteng, wewill haveto provide best-efort resultsandmea-
surethemusingloosernotionsof correctnessg.g.,precision
andrecall.

b) Organic Scaling

Like mostinternetapplicationsye wantour systems scala-
bility to grow organicallywith thedegreeof deployment;this
degreewill vary over time, anddiffer acrossapplicationsof
the underlyingtechnology This meansthat we mustavoid

1Thesharingof suchdatacanbe madeeven moreattractve by integrat-
ing anorymizationtechnologiesassuneyedin e.g.[7].



architectureghat requirea priori allocationof a datacen-
ter, and nancial plansto equipandstaf sucha facility. The
needfor organicscalingis wherewe intersectwith the cur
rententhusiasnfor P2PsystemsWe do not speci cally tar
gettheusualP2Pervironmentof end-usePCsconnectedy
modemshut we do believe thatany widely distributedtech-
nology— evenif it is intendedo run onfairly robustgatavay
machines- needgo scalein this organicfashion.

c¢) Natural Habitats for Data

Onemain barrierto the widespreaduseof databasess the
needto load datainto a databasewhereit canonly be ac-
cessedvia databasenterfacesand tools. For widespread
adoption we requiredatato remainin its “natural habitat”—
typically a le systempr perhapslive feedfrom aprocess.
“Wrappers”or “gateways” mustbeprovidedto extractinfor-
mationfrom the datafor useby a structuredquery system.
While this extractedinformationmay be temporarilycopied
into thequerysystems storagespacethedataof recordmust
be expectedo remainin its naturalhabitat.

d) Standard Schemasvia Grassroots Software

An additional challengeto the use of databases- or even
structureddatawrappers- is the needfor thousandsf users
to designand integrate their disparateschemas.Theseare
dauntingsemantigproblems,and could easily prevent aver-
ageusersfrom adoptingdatabaseechnology— againfrus-
tratingthe databaseommunity’s hopesof beingwoveninto
the fabric of the Internet. Certainly networking researchers
would like to sidesteptheseissues! Fortunately thereis
a quite natural pathway for structuredqueriesto “infect”
Internettechnology: the information producedby popular
software. As arguedabove, local network monitoringtools
like Snort, TBIT and even tcpdump provide ready-made
“schemas”,and— by natureof beingrelatively widespread
— are de facto standards.Moreover, thousandsr millions
of usersdeploy copiesof the sameapplicationand sener
software packagesandonemight expectthat suchsoftware
will becomencreasinglyopenaboutreportingits properties
— especiallyin the wake of eventslike the “SQL Slammer”
(Sapphire)attackin January2003. The ability to stitchlo-
cal analysistools and reporting mechanismsnto a shared
global monitoring facility is both semanticallyfeasibleand
extremelydesirable.

Of coursewe do not suggesthatresearclon widespread
(peerto-peer)schemadesignanddataintegrationis incom-
patiblewith our researchagendajpn the contrary solutions
to thesechallengesonly increasethe potential impact of
our work. However, we do arguethat massvely distributed
databaseesearcitanandshouldproceedvithoutwaitingfor
breakthroughsnthe semantidront.

3 PIER Architecture

Given this motivation, we presentour design,implementa-
tion and study of PIER, a database-stylguery enginein-

tendedfor queryingthe Internet. PIER s a three-tiersystem
asshowvn in Figure 1. Applicationsinteractwith the PIER
Query Processo(QP), which utilizes an underlying DHT.

An instanceof eachDHT and PIER componentis run on

eachparticipatingnode.

3.1 Distributed Hash Tables(DHTS)

Theterm“DHT” is a catch-allfor a setof schemesharing
certaindesigngoals([26, 31, 29, 36], etc.);wewill seeanex-
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Figurel: PIERArchitecture

ampleshortlyin Section3.1.1. As the nameimplies,a DHT
provides a hashtable abstractionover multiple distributed
computenodes. Eachnodein a DHT canstoredataitems,
andeachdataitemis identi ed by a uniquekey. At the heart
of aDHT is anoverlayroutingschemehatdeliversrequests
for agivenkey to thenodecurrentlyresponsibldor thatkey.
This is donewithout ary global knowledge— or permanent
assignment of the mappingof keys to machines.Routing
proceedsn a multi-hopfashion;eachnodemaintainsonly a
small setof neighborsandroutesmessageto the neighbor
thatis in somesensénearest’to the correctdestination.

DHTsprovide strongtheoreticaboundson boththenum-
berof hopsrequiredo routeakey requesto thecorrectdesti-
nation,andthenumberof maintenancenessagesequiredto
managehe arrival or departureof a nodefrom the network.
By contrastearlywork on P2Proutingused‘unstructured”,
heuristicschemedik e thoseof GnutellaandKaZaA, which
provide nosuchguaranteeshey canhave highroutingcosts,
or evenfail to locateakey thatis indeedavailablesomeavhere
in the network.

In additionto having attractve formal properties DHTs
are becomingincreasinglypractical for serioususe. They
have recevedintenseengineeringscrutiry recently with sig-
ni cant effort expendedo make thetheoreticatdesigngrac-
tical androbust.

3.1.1 Content AddressablaNetwork (CAN)

PIER currentlyimplementsa particularrealizationof DHTS,
calleda ContentAddressabléNetwork [26]. CAN is based
onalogical -dimensionaartesiarcoordinatespacewhich
is partitionedinto hyperrectanglescalledzones.Eachnode
in the systemis responsibldor a zone,anda nodeis identi-
ed by theboundarie®f its zone.A key is hashedo apoint
in the coordinatespace,andit is storedat the nodewhose
zonecontainsthe point's coordinated Figure2(a) shovs a
2-dimensional CAN with venodes.
Eachnodemaintainsa routing table of all its neighbors
in the coordinatespace.Two nodesareneighborsn a plane
if their zonessharea hyperplanewith dimension -1. The
lookupoperations implementedy forwardingthe message
along a path that approximateshe straightline in the co-
ordinatespacefrom the senderto the nodestoringthe key.

2To mapa unidimensionakey into the CAN identi er spacewe typi-
cally use separatdashfunctions,onefor eachCAN dimension.
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Figure 2: (a) A 2-dimensional CAN with ve
nodes;the zoneownedby eachnodeis representedby its bottom-
left andthe top-right coordinates.(b) An exampleof a lookup for
key initiatedby nodeowning thezone .

lookup(key)
join(landmark)
leave()

[ TocationMapChange() |

ipaddr

Tablel: RoutingLayerAPI

Figure 2(b) shavs the pathfollowed by the lookup for key
. Eachnodemaintains state,andthe average
numberof hopstraversedby amessagés - , where is
the numberof nodesin the system(see[26] for details).We
have chosen in our simulationsandexperiments|ead-

ing to agrowth behaior of ~. However, this growth canbe
reducedo logarithmicby setting or usingadiffer-
entDHT design[31, 29, 36]. Thus,the scalabilityresultswe
shav herecouldbeimprovedyet furthervia anotheDHT.

3.2 DHT Design

Thereis active debatewithin the DHT researctcommunity
asto how to bestfactor DHT functionality into subsidiary
components. In this paperwe have chosenone particular
split, whichwe presenhere.We expectthatwe canadaptour

designto “conventionalwisdom” asit accruesn the DHT

community As avalidationexercise we alsodeployedPIER

over a competingDHT designcalled Chord[31], which re-

quiredafairly minimalintegrationeffort.

3.2.1 Routing Layer

As mentionedn Section3.1,the coreof the DHT is the dy-
namic contentrouting layer, which mapsa key into the IP
addresof the nodecurrentlyresponsibldor thatkey. The
API for this layeris small and simple, providing just three
functionsandonecallbackasshown in Tablel.

lookup is anasynchronougunctionwhich will issuea
callbackwhenthe nodehasbeenlocated. The mappingbe-
tweenkeys andnodesis constantlychangingasnodesenter
and leave the network. The locationMapChange  call-
backis providedto notify higherlevelsasynchronouslwhen
the setof keys mappedocally haschanged.

Thejoin andleave calls provide for creatinga new
overlaynetwork, attachingo anexisting network, andgrace-

3If thekey mapsto thelocalnode thenthelookup  callis synchronous,

returningtrueimmediatelywith no callback.

store(key, item)
retrieve (key) item
remove(key)

Table2: StorageManagerAPI

item
instancelD,

get(namespace,
put(namespace, resourcelD,
item, lifetime)
renew(namespace, resourcelD,
item, lifetime) bool
multicast(namespace, resourcelD,
scan(namespace) iterator

[ newData(namespace) item |

resourcelD)

instancelD,

item)

Table3: Provider API

fully leaving the network. For pre-eisting networks, the
join  methodsimplyrequireghesocletaddres®f ary node
alreadyin thenetwork (or NULLto starta new network). For
popularnetworks, it is assumedhattherewould be a list of
landmarksn awell known location(ala www.napigator.
com).

It is importantto notethatlocality in the key spacedoes
not guarantedocality in the network, althoughsome pro-
posedalgorithmsdo try to minimize network distancefor
nearbykeys. We returnto thisissuein Section7.

3.2.2 StorageManager

Thestoragananageis responsibldor thetemporarystorage
of DHT-baseddatawhile the nodeis connectedo the net-
work. The API for this layeris shovn in Table2. The API
is designedo be easilyrealizedvia standardnain-memory
datastructuresa disk-basedndexing packagelike Berke-
ley DB [22], or simply a lesystem. All we expectof the
storagemanageris to provide performancethat is reason-
ably ef cient relative to network bottlenecksThedatain the
DHT is distributedamongmary machinesandin mary ap-
plicationseachmachinewill storearelatively smallamount
of queryableinformation. (This is eventruefor lesharing,
for example,with respecto theindex of lenamesthatgets
gueried). For simplicity in our early work, we usea main-
memorystoragemanager The modularityof the overall de-
signallows for morecomplex andscalablestoragemanagers
to beusedasrequired.

3.2.3 Provider

The provider is responsibldfor tying the routing layer and
storagemanagetogethemwhile providing a usefulinterface
to applications.The completeAPl is shavn in Table3.
Beforedescribingthe API, somenoteson our DHT nam-
ing schemeare appropriate.Eachobjectin the DHT hasa
namespacegesourcelDandinstancelD.The namespacand
resourcelDare usedto calculatethe DHT key, via a hash
function. The namespacélenti es the applicationor group
an objectbelongsto; for query processingeachnamespace
correspond$o arelation.Namespacedo notneedto bepre-
de ned, they arecreatedmplicitly whenthe rst itemis put
anddestrgyed whenthe lastitem expires (as describedbe-
low). TheresourcelDs generallyintendedo be a valuethat



carriessomesemantiaoneaningaboutthe object. Our query
processoby default assignghe resourcelDto be the value
of the primarykey for basetuples,althoughary attribute (or
combination)could be usedfor this purpose.ltemswith the
samenamespacandresourcelDwill have the samekey and
thus map to the samenode. The instancelDis an integer
randomlyassignedy the userapplication,which senesto
allow the storagemanagetto separatétemswith the same
namespacandresourcel(which canoccurwhenitemsare
not storedbasedon the primary key). The put and get
callsarebaseddirectly on this namingscheme.Note that—
aswith mostindexes—get is key-basednotinstance-based,
andthereforemayreturnmultiple items.

In orderto adhereto our principle of “relaxed consis-
teng”, PIERusegshecommoninternetapproactof softstate
to achieve reliability andlimit overheadsn the faceof fre-
guentfailuresor disconnection$8]. This is the purposeof
the “lifetime” argumentof the put call — it givesthe DHT
a boundon how long it shouldstorethe item after receipt.
Eachproducerof datacanalsoperiodicallyinvoke the re-
new call to keeptheir informationlive for aslong asthey
like. If adataitem is not refreshedwithin the lifetime, then
the item is deletedfrom the DHT on the responsiblenode.
Thus,whena nodefails or is disconnectedPHT entriesare
lost. However, theseentrieswill berestoredo the systemas
soonasthe nodere-sendshatinformationwhenrenaving.

To run a query PIER attemptsto contactthe nodesthat
hold datain a particularnamespaceA multicast  com-
municationprimitive is usedby the provider for this pur
pose[18]. The provider supportsscanaccesso all the data
storedlocally onthenodethroughthe scan iterator When
runin parallelon all nodesservinga particularnamespace,
this senesthe purposeof scanninga relation. Finally the
provider supportsthe newData callbackto the application
to inform it whena new dataitem hasarrivedin a particular
namespace.

3.3 QP Overview

ThePIERQueryProcessois a“boxes-and-arrays” data ow
engine, supportingthe simultaneousexecutionof multiple
operatorghat can be pipelinedtogetherto form traditional
gueryplans. In our initial prototype,we startedby imple-
mentingoperatordor selectionprojection, distributedjoins,
grouping,andaggreyation.

Unlike mary traditionaldatabasesye do not employ an
iteratormodelto link operatordogether{13]. Insteadoper
atorsproduceresultsas quickly as possible(push)and en-
gueuethe datafor thenext operator(pull). Thisintermediate
gueuses capableof hiding muchof thenetwork latengy when
datamustbe movedto anothersite. Sincenetworkingis such
a fundamentabspectof our design,we chosenot to encap-
sulateit away asin Volcano[12].

We intendin the future to addadditionalfunctionality to
PIER's query processarincluding systemcatalogs,an ex-
tensibleoperatoiinterface ,anddeclaratve queryparsingand
optimization.Notethatsuchadditionalmodulesarecomple-
mentaryto the queryprocessoitself: aparserandoptimizer
will be layeredabove the existing queryprocessdt, andthe

4Thiswould notbethecasef we chooseacontinuouslhadaptie scheme
like [1], which operateswithin a query plan. We discussthis further in
Section?.

catalogfacility will reusethe DHT andqueryprocessar
Following our “natural habitat” designprinciple, we do
not currently provide facilities within PIER for modifying
datamanagedby wrappers Currently we expectwrapperso
insert,update ,and deleteitems (or referencego items)and
tables(namespacesirectlyviatheDHT interface.Oncewe
adda queryparseyit would befairly simpleto provide DDL
facilities for PIER to drive theseDHT-baseddatamodi ca-
tions. But evenif wedid that,theupdatesvouldgoto thesoft
statein the DHT, notto thewrappers.If theneedto provide
data-modi cationcallbacksto updatablenrappersbecomes
important,suchfacilities couldbe added.

3.3.1 Data Semanticsfor PIER Queries

Givenour“relaxedconsisteng” designprinciple,we provide
a besteffort datasemanticsn PIER thatwe call a dilated-
reachablesnapshat First, we de ne a “reachablesnapshot”
asthe setof datapublishedby reachablenodesat the time
the queryis sentfrom the client node. As a practicalmatter
we are forcedto relax reachablesnapshosemanticdo ac-
commodatehedif culty of globalsynchronizatiorof clocks
and query processing. Instead,we de ne correctbehaior
in PIERbasednthearrival of thequerymulticastmessage
at reachablenodes: our reference‘correct” datasetis thus
the (slightly time-dilated)union of local snapshotof data
publishedby reachablenodes,whereeachlocal snapshots
from thetime of querymessagaurrival at thatnode. For the
applicationswe are considering this pragmaticasynchrog
in snapshotseemsacceptable Of course,our actualquery
answergnay not even provide this level of consistenyg, be-
causeof failuresandpartitions(publisheddatafrom areach-
ablenodemaybetransientlyindexed by the DHT at a now-
unreachableode),andsoft state(the DHT may transiently
index dataat a reachablenodethatwaspublishedby a now-
unreachabl@ode).

4 DHT-BasedDistrib uted Joins

Ourjoin algorithmsare adaptation®f textbook paralleland
distributedschemeswhich leverageDHTs whenever possi-
ble. This is donebothfor the software eleganceaffordedby
reuse,and becauseDHTs provide the underlying Internet-
level scalability we desire. We use DHTs in both of the
senseaisedin the literature— as “content-addressableet-
works” for routing tuplesby value, and as hashtablesfor
storingtuples. In databasd¢erms,DHTs cansene as “ex-
change”mechanism$12], ashashindexes,andasthe hash
tableshatunderliemary paralleljoin algorithms.DHTs pro-
vide thesefeaturesin the faceof a volatile setof participat-
ing nodes,a critical featurenot availablein earlierdatabase
work. As we will seebelow, we alsouseDHTsto routemes-
sageotherthantuples,includingBloom Filters.

We have implementedwo differentbinary equi-join al-
gorithms,andtwo bandwidth-reducingewrite schemesWe
discussthesewith respecto relations and . We assume
thatthetuplesfor and arestoredin theDHT in separate
namespaces and . We noteherethat PIER alsopro-
videsa DHT-basedemporarytablefacility for materializing
operatomutputwithin queryplans.

4.1 CoreJoin Algorithms

Our most general-purposequi-join algorithm is a DHT-
basedversionof the pipeliningsymmetrichashjoin [35], in-



terleaving building andprobingof hashtableson eachinput
relation. In the DHT contet, all datais alreadyhashedby
someresourcelD so we speakof rehashinga table on the
join key. To begin rehashingeachnodein or per
formsan scan to locateeach and tuple. Eachtuple
thatsatis esall thelocal selectionpredicatess copied(with
only therelevantcolumnsremaining)andmustbeput into a
new uniqueDHT namespace, . Thevaluesfor thejoin at-
tributesareconcatenatetb form theresourcelCfor thecopy,
andall copiesaretaggedwith their sourcetablename.

Probingof hashtablesis a local operationthat occursat
thenodesin , in parallelwith building. Eachnoderegis-
terswith the DHT to receve anewData callbackwhenever
new datais insertedinto thelocal partition. Whena tu-
ple arrives,aget tothe is issuedto nd matchesn the
othertable;this get is expectedto staylocal. (If thelocal
DHT key spacehasbeenremappedn the interim, the get
will returnthecorrectmatchesattheexpenseof anadditional
roundtrip.). Matchesare concatenatetb the probetupleto
generateutputtuples,which aresentto the next stagein the
qguery(anotheDHT namespace)r, if they areoutputtuples,
to theinitiating site of thequery

Thesecondoin algorithm,Fetch Matches is avariantof a
traditionaldistributedjoin algorithmthatworkswhenoneof
thetables,say , is alreadyhashedn thejoin attributes.In
thiscase, is scan ned,andfor each tupleaget isis-
suedfor thecorresponding tuple. Notethatlocal selections
on donotimprove performance-they do notavoid get s
for eachtuple of , andsincetheseget s aredoneat the
DHT layer, PIER's queryprocessodoesnothave theoppor
tunity to lter the tuplesattheremotesite(recallFigurel).
In short,selectionn non-DHT attributescannotbe pushed
into the DHT. This is a potentialavenuefor future stream-
lining, but suchimprovementsvould comeat the expenseof
“dirtying” DHT APIswith PIER-speci cfeatures- adesign
approachwe have tried to avoid in our initial implementa-
tion. Oncethe tuplesarrive atthe corresponding tuple's
site, predicatesare applied,the concatenatioiis performed,
andresultsarepassedlongasabove.

4.2 Join Rewriting

Symmetric hashjoin requiresrehashingboth tables, and
hencecanconsumea greatdeal of bandwidth. To alleviate
this when possible,we also implementedDHT-basedver-
sionsof two traditionaldistributed query rewrite stratgies,
to try andlower the bandwidthof the symmetrichashjoin.
Our rst is a symmetricsemi-join In this schemewe mini-
mizeinitial communicatiorby locally projectingboth  and

to theirresourcelDsandjoin keys, andperforminga sym-
metrichashjoin onthetwo projections.Theresultingtuples
arepipelinedinto FetchMatchegoins on eachof thetables'
resourcelDs.(In our implementatione actuallyissuethe
two joins' fetchedn parallelsincewe know bothfetcheswill
succeedandwe concatenatéhe resultsto generatehe ap-
propriatenumberof duplicates.)

Our otherrewrite stratgy usesBloomjoins. First, Bloom
Filters are createdby eachnodefor eachof its local and

fragmentsandare publishedinto a smalltemporaryDHT
namespacér eachtable. At the sitesin the Bloom names-
pacesthe Iters areOR-edtogetherandthenmulticastto all
nodesstoringthe oppositetable. Following the receiptof a
Bloom Filter, anodebegins scan ningits correspondinga-

ble fragment,but rehashingonly thosetuplesthat matchthe
Bloom Filter.

5 Validation and Performance Evaluation

In this sectionwe useanalysis simulationsandexperiments
overarealnetwork to demonstrat®IER.

Traditionally, databasecalabilityis measuredn termsof
databassizes.In the Internetcontext, it is alsoimportantto
take into accounthe network characteristicandthenumber
of nodesin the system.Evenwhenthereare plenty of com-
putationandstorageresourcesthe performanceof a system
candegradedue to network lateny overheadsand limited
network capacity Also, althoughaddingmore nodesto the
systemincreaseshe availableresourcesit canalsoincrease
latencies. The increasdn lateng is an artifact of the DHT
schemewe useto route datain PIER (asdescribedn Sec-
tion 3.1). In particular with CAN —the DHT schemewe use
in our system- a dataitemthatis sentbetweertwo arbitrary

nodesin the systemwill traverse - intermediatenodeson
average(thoughrecallthatthis increasecould be reducedo
logarithmicthroughchanginghe DHT parameters).

To illustrate theseimpactson our systems performance
we usea varietyof metrics,includingthe maximuminbound
traf c atanode,the aggrgatetrafc in the system,andthe
timeto recevethelastor the -thresulttuple. Finally, since
the systemanswergyueriesduring partial failures,we need
to quantifythe effectsof thesefailureson queryresults.

We next presentthe load andthe network characteristics
we useto evaluatePIER.

5.1 Workload

In all ourtestswe usethefollowing simplequeryasthework-
load:

SELECT R.pkey, S.pkey, R.pad
FROMR, S

WHERER.numl = S.pkey
AND R.num2 > constantl
AND S.num2 > constant2

AND f(R.num3, S.num3) > constant3

TablesR and S are syntheticallygenerated.Unlessoth-
erwisespeci ed, R has10timesmoretuplesthanS, andthe
attributesfor R and S are uniformly distributed. The con-
stantsin the predicatesarechoserto producea selectvity of
50%. In addition,thelastpredicatausesafunctionf(x,y) ;
sinceit referencedothR andS, arny queryplanmustevalu-
ateit afterthe equi-join. We chosethe distribution of thejoin
columnssuchthat 90% of R tupleshave one matchingjoin
tuplein S (beforeary otherpredicatesareevaluatedandthe
remainingl0%have no matchingtuplein S. TheR.pad at-
tributeis usedto ensurehatall resulttuplesare KB in size.
Unlessotherwisespeci ed, we usethe symmetrichash-join
stratgyy to implementthejoin operation.

5.2 Simulation and Experimental Setup

The simulator and the implementationuse the samecode
base. The simulatorallows us to scaleup to 10,000nodes,
afterwhich the simulationno longer ts in RAM — a limita-
tion of simulation,not of the PIER architecturdtself. The
simulators scalability comesat the expenseof ignoring the
cross-trafc in thenetwork andthe CPUandmemoryutiliza-
tions. We usetwo topologiesn oursimulations.The rst isa
fully connectedhetwork wherethe lateng betweenany two



nodesis 100 msandthe inboundlink capacityof eachnode
is 10 Mbps. This setupcorrespond$o a systemconsisting
of homogeneousodesspreadhroughoutheInternetwhere
the network congestioroccursat the last hop. In addition,
we usethe GT-ITM packag€6] to generatea morerealis-
tic transit-stubnetwork topology However, sincethe fully-
connectedopologyallows usto simulatelargersystemsand
sincethe simulationresultson the two topologiesare quali-
tatively similar (aswe'll seein Section5.7), we usethe rst
topologyin mostof our simulations.

In addition,we make two simplifying assumptionsFirst,
in our evaluationwe focuson the bandwidthandlateng bot-
tlenecksandignorethecomputatiorandmemoryoverheads
of queryprocessing Secondwe implicitly assumehatdata
changesat a rate higherthan the rate of incoming queries.
As aresult,the dataneedsto be shippedfrom sourcenodes
to computatiomodesfor every queryoperation.

We also run experimentsof PIER deployed (not simu-
lated!) on the largestsetof machinesve hadavailableto us
—asharectlusterof 64 PCsconnectedy a 1-Gbpsnetwork.

All measurementseportedin this sectionare performed
after the CAN routing stabilizes,and tablesR and S are
loadedinto the DHT.

5.3 Centralized vs. Distrib uted Query Processing

In standarddatabasepractice,centralizeddatawarehouses
areoften preferredover traditionaldistributed databasesln
this sectionwe malke a performancecasefor distributed
gueryprocessingtthe scalesof interestto us. Considerthe
join operationpresentedn Section5.1 and assumeéhatta-
blesR andS aredistributedamong nodeswhile thejoin is
executedat “computation’nodeswhere .

If thereare bytesof datain toto thatpassedheselection
predicateon R and S, theneachof the computationnodes
would needto receie dataon average. The
secondterm accountsfor the small portion of datathatis
likely to remainlocal. In our casethe selectvity of the pred-
icatesonbothR andS is 50%,whichresultin avalueof of
approximately GB for adatabasef GB.

Whenthereis only onecomputatiomodein a -node
network, onewould needto provisionfor averyhighlink ca-
pacityin orderto obtaingoodresponsédimes. For instance,
evenif we arewilling to wait oneminutefor theresults,one
needsto resene at least Mbps for the downlink band-
width, which would be very expensve in practice. We val-
idatedthesecalculationin our simulator but do not present
thedatadueto spacdimitations.

5.4 Scalability

Oneof the mostimportantpropertiesof ary distributedsys-
temis the ability to scaleits performanceasthe numberof
nodesincreases.In this section,we evaluatethe scalability
of our systemby proportionallyincreasingheloadwith the
numberof nodes.
Considethequeryabove,whereeachnodeis responsible
for MB of sourcedata. Figure 3 plots the responsdime
forthe -thtuple.Thevalue waschoserto beabit after
the rst tuple receved, andwell beforethe last. We avoid
usingthe rst responseasa metric here,on the off chance
thatit is producedocally anddoesnot re ect network lim-
itations. In this scalabilityexperimentwe arenot interested
in thetime to receve the lastresult,becauseaswe increase
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Figure3: Averagetimeto receiethe -th resulttuplewhenboth
the sizeof the network andthe load arescaledup. Eachdatapoint
is averagedver threeindependensimulations.

theloadandnetwork size,we increase¢he numberof results;
at somepoint in that exercisewe endup simply measuring
the (constanthetwork capacityof the querysite, whereall
resultsmustarrive.

As shawn in Figure 3, whenall nodesparticipatein the
computatiortheperformancef thesystendegradesonly by
afactorof whenthenetwork sizeandtheloadincreasdrom
two to nodes.We areunableto obtainperfectscal-
ing becausehe numberof overlay hopsfor eachlookupin-
creasessthenetwork sizeincreasesThisultimatelyleadsto
anincreasean thelookuplateng. In particular with ourim-
plementatiorof CAN thelookuplengthincreasesvith ,
where is the numberof nodesin the system.Thus,asthe
numberof nodesincreasegrom two to , thelookup
lengthincreasedy afactorof about . Thereasonwe ob-
sene only afactorof degradationin our measurements
that, besideghe lookup operationthereis a x ed overhead
associatedvith the join operatio. We discusstheseover-
headsin more detail in Section5.5. Finally, note that the
increasen thelookuplengthcouldbereducedy choosinga
differentvaluefor in CAN or usingadifferentDHT design.

Whenthe numberof computatiomodesis keptsmallby
constraininghejoin namespace , thebottleneckmovesto
the inboundlinks of the computationnodes,andasa result
the performanceof the systemdegradessigni cantly asthe
totalnumberof nodesandthereforetheloadpercomputation
nodeincreases.

In summary our systemscaleswell aslong asthe num-
ber of computationnodesis large enoughto avoid network
congestioratthosenodes.

5.5 Join Algorithms and Rewrite Strategies

In this sectionwe evaluatethe four join stratgiesdescribed
in Section6: symmetrichashoin, FetchMatchessymmetric
semi-joinrewriting, andBloom Filter rewriting. We consider
two simulationscenariosvherethe bottleneckis the lateng
or the network capacity Note thatthe formercasels equiva-
lentto a systemin which the network capacityis in nite.

5For example,the time it takesto sendthe resulttuple backto the join
initiator doesnt changeasthenetwork sizeincreases.



symmetric Fetch symmetric | Bloom
hash Matches | semi-join Filter
3.73sec 3.78sec 4.47sec | 6.85sec

Table4: Averagetimeto receve thelastresulttuple.

5.5.1 Innite Bandwidth

To quantifytheimpactof thepropagatiordelayon thesefour
stratgies,we rst ignorethebandwidthimitations,andcon-
sideronly the propagatiordelay

Eachstratgyy requiresdistributing the queryinstructions
to all nodes(a multicastmessagepnd the delivery of the
results(direct IP communicationbetweennodes). Table 4
shavsthe averageime measuredby the simulatorto receve
the last result tuple by the query nodein a network with

nodes.We proceedo explain thesevalues

analytically

Recallthatthelookupin CAN takes ~ hopsonaverage.
Sincethelateng of eachhopis 100 ms,the averagelookup

lateng is sec. In contrast,the lateny
of adirectcommunicatiorbetweerary two nodess ms.
Referencgl18] describeshemulticastoperationusedto dis-
tributethequeryprocessingin detail. Herewe only notethat
in this particularcaseit takesthe multicastroughly 3 secto
reachall nodesin the system. Next, we detail our analysis
for eachjoin stratayy:
Symmetric hash join To rehashthe tuples,the DHT must
(1) lookup the noderesponsibldor a key, and (2) sendthe
put messagalirectly® to that node. Adding the multicast
andthelateng for deliveringthe resultsto thejoin initiator,
we obtain sec,which is closeto
thesimulatorsvaluein Table4.
FetchMatches To nd apossiblematchingtuple,thenodes
must (1) lookup the addresof the noderesponsibldor that
tuple, (2) senda requesto thatnode,(3) wait for the reply,
and(4) delivertheresults.In this scenariadhereis one CAN
lookupandthreedirectcommunicationsAddingupthecosts
of all theseoperationgields sec.
Symmetric semi-join rewrite. In this casetheprojectedu-
plesare(1) insertedinto the network (one CAN lookup plus
onedirectcommunication)and (2) a FetchMatchesjoin is
performedover the indexes (one CAN lookup and one di-
rect communication). Thus, we have a total of two CAN
lookup operationsand four direct communicationginclud-
ing the delivery of results).All theseoperationsaccountor
sec.
Bloom Filter rewrite. Eachnodecreateshe local Bloom
Filters and sendsthem to the collectors (one lookup and
onedirectcommunication).n turn, the collectorsdistribute
the lters backto the sourcenodes(one multicast),andthe
sourcenodesthenperformthe rehashfor a symmetrichash
join (one CAN lookup andonedirect communication).To-
getherin additionto the multicastoperationrequiredto dis-
tribute the queryprocessingwe have anothemmulticastop-

8Most DHT operationsonsistof alookupfollowed by directcommuni-
cation. Sincethesetwo operationsarenot atomic,therecanbe a casewhere
a node continuouslyfails to contacta noderesponsiblefor a certainkey,
becausahe nodemappingto that key always changesafter the lookup is
performed.However, thisis unlikely to bea problemin practice.Theband-
width savings of not having alarge messagé&opalongthe overlay network
outweighsthe small chanceof this problem.
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Figure4: Aggregatenetwork trafc generatedy eachjoin strat-
egy.

eration,two lookup operationsandthreedirectcommunica-
tions. Addingthemup givesus

sec.Thereasorthatthis valueis largerthanthe onereported
in Table4 is becausén ourderivationswe have assumedhat
thereis one nodethat experiencesworst casedelayswhen
waiting for both multicasts.However, thisis very unlikely to

happernin practice.

5.5.2 Limited Bandwidth

In this section,we evaluatethe performancef the four join
stratgyies in the baselinesimulationsetupin which the in-
boundcapacityof eachnodeis 10 Mbps. We rst measure
thenetwork overheadncurredby eachjoin stratgyy, andthen
measurdhetimeto recevethelastresulttuple.

Figure4 plotsthe bandwidthrequirementgor eachstrat-
egy asafunctionof theselectvity of thepredicateon S. The
total size of relationsR and S is approximately GB, and
thesystemhas nodes.

As expected the symmetrichashjoin usesthe mostnet-
work resourcesincebothtablesarerehashedTheincrease
in the total inboundtraf c is dueto the fact that both the
numberof tuplesof S that arerehashedndthe numberof
resultsincreasewith the selectvity of the selectionon S. In
contrasttheFetchMatchesstrateyy basicallyusesaconstant
amountof network resourcedecauseheselectioron S can-
not be pusheddown in the queryplan. This meansthat re-
gardlessof how selectve the predicatels, the S tuple must
still be retrieved andthenevaluatedagainstthe predicateat
the computationnode. In the symmetricsemi-join rewrite,
the secondjoin transfersonly thosetuplesof S andR that
match. As a result, the total inboundtrafc increasedin-
early with the selectvity of the predicateon S. Finally, in
the Bloom Filter case aslong asthe selectionon S haslow
selectvity, the Bloom Filtersareableto signi cantly reduce
therehashingn R, asmary Rtupleswill nothaveanS tuple
to join with. However, asthe selectvity of theselectionron S
increasesthe Bloom Filters areno longereffective in elim-
inating the rehashingf R tuples,andthe algorithmstartsto
performsimilar to the symmetricjoin algorithm.

To evaluatetheperformancef thefour algorithmsjn Fig-
ure5 we plot theaveragetime to receve thelastresulttuple.
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Figure5: Timeto receie thelastresulttuplefor eachstratey.

The reasonwe usethe last tuple hereratherthanthe  -th

is to illustratethe differentbottlenecksn the system.When
the selectvity of the predicateon S is lower than40%, the
bottleneckis theinboundcapacityof the computatiomodes.
As a result, the plotsin Figure5 follow a trend similar to

that of the total inboundtraf ¢ shavn in Figure4. As the
predicateselectvity on S exceeds40%the numberof results
increasegenoughsuchthat the bottleneckswitchesto being
theinboundcapacityof the querysite.

5.6 Effectsof Soft State

In this sectiorwe evaluatetherobustnes®f our systenin the
faceof nodefailures.Thetypical algorithmusedoy DHTsto
detectnodefailuresis for eachnodeto sendperiodickeep-
alive messaget its neighborsIf a certainnumberof keep-
alive messagesemainunansweredanodewill concludehat
its neighborhasfailed. Thus,whena nodefails, it will take
its neighborssometime until they learnthat the node has
failed. Duringthistime all the pacletssentto thefailednode
are simply dropped. In this sectionwe assumesomevhat
arbitrarily that it takes 15 secondgo detecta nodefailure.
Oncea nodedetectsa neighborfailure, we assumehat the
nodewill routeimmediatelyaroundthefailure.
Whenanodefails, all thetuplesstoredatthatnodearelost
—evenif thenodeghat publishedthemarestill reachableA
simple schemeto counteracthis problemis to periodically
renew (refresh)all tuples. To evaluatethis schemewe plot
the averagerecall as a function of the nodefailure rate for
differentrefreshperiodswhenthereare 4096 nodesin the
system(seeFigure6). A refreshperiodof 60 secmeanghat
eachtupleis refreshedery 60 sec. Thus,whenanodefails,
thetuplesstoredatthatnodeareunavailablefor 30 secon av-
erage As expectedheaveragerecalldecreaseasthefailure

rateincreasesandincreasessthe refreshperioddecreases.

For illustration, considerthe casewhenthe refreshperiodis
60 secandthe failure rate is 240 nodesper minute. This
meanghatabout6% (i.e., ) of thenodesfail every
minute. Sinceit takesupto 30 secon averageuntil alosttu-
pleis reinsertedn thesystemwe expectthat sec sec
= 3% of thelive tuplesin the systemto be unavailable. This
would resultin a recall of 97% which is closeto the value
of 96% plotedin Figure6. Notethatthisrecall gure is with
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Figure6: Averagerecallfor differentrefreshperiods.
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Figure7: Averagetimeto receiethe -th resulttuplewhenboth
the sizeof the network andthe load arescaledup for a transitstub
topology (comparethis with the plot in Figure 3). Eachdatapoint
is averagedover threesimulations.

respecto thereachablesnapshosemanticpresentedh Sec-
tion 3.3.

5.7 Transit Stub Topology

Sofar, in oursimulationsve have usedafully-connectechet-
work topology A naturalquestionis whetherusinga more
comple and realistic network topology would changethe
results. In this section,we try to answerthis questionby
usingthe GT-ITM packagdg6] to generate transitstubnet-
work topology Thenetwork consistof four transitdomains.
Thereare 10 nodesper transitdomain,and thereare three
stubdomainsper transitnode. The numberof nodesin the
systemare distributed uniformly amongthe stub domains.
The transit-to-transitateng is 50 ms, the transit-to-stubda-
teng is 10 ms,andthelateng betweertwo nodeswithin the
samestubis 2 ms. Theinboundlink to eachnodeis 10 Mbps.
Figure7 shaws the resultsof reruningthe scalability ex-
perimentsfrom Section5.4 usingthe transit-stubtopology
Theresultsexhibit the sametrendsastheresultsobtainedby
usingthe fully-connectedopology(seeFigure3). Theonly
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Figure8: Averagetimeto recevethe -th resulttuplein our pro-
totype implementation. All nodesin the systemare also compu-
tation nodes. Eachdatapoint is averagedover seven independent
runs.

signi cant differences thattheabsolutevaluesto receve the

-thresulttuplearelarger Thisis becaus¢heaverageend-
to-enddelaybetweenwo nodesin the transitstubtopology
is aboutl70ms,insteadof 100msasin the caseof thefully
connectedyraph. Also notethatin Figure7 we plot there-
sultsonly for up nodesinsteadof 10,000nodes. This
wasthemaximumnetwork sizeallowedby our currentsimu-
lator usingthetransit-stutiopology Thislimitation, together
with thefactthatwe did not obsene ary qualitative different
resultsfor thetwo topologieswerethe mainreasongor us-
ing the fully-connectedopologyin this paper

5.8 Experimental Results

In this sectionwe presenthe experimentaltesultsof running
our prototypeimplementationon a clusterof 64 PCscon-
nectedby an 1 Gbpsnetwork. Figure8 plotsthetime to re-
cevethe -thresulttupleasthe numberof nodesincreases
from 2to 64 andtheloadscalesaccordingly As expectedhe
timeto recevethe -thresulttuple practicallyremainsun-
changedasboththe systemsizeandloadarescaledup. The
reasonthat the plot is not smoothis becausehe clusterwe
usedto run our experimentsvastypically sharedwith other
competingapplicationsandwasparticularlyheavily loaded
duringthe periodwe ranthesetests. We believe the peakin
responsdime at 32 nodesis dueto an artifactin our CAN
implementation.

6 RelatedWork

Ourwork onPIERwasinspiredandinformedby anumberof
researchiraditions. We attemptto provide aroughovervien
of relatedwork here.

6.1 Widely-Deployed Distrib uted Systems

Theleadingexampleof amassvely distributedsystemis the
Internetitself. The soft-stateconsisteng of the Internetsin-
ternaldata[8] is oneof thechiefmodelsfor ourwork. Onthe
schemastandardizatiorfront, we notethat signi cant effort
is expendedn standardizingrotocols(e.g. IP, TCR, SMTR,
HTTP) to ensurethatthe “schema”of messages globally
agreed-uporhutthatthesestandardsireoftendrivenby pop-

ularly deployed software. While rarely storedpersistently
thenumberof bytesgeneratedrom eachof these‘schemas”
annuallyis enormous.

ThemostprevalentdistributedquerysystemsareP2P le-
sharingandDNS [21]. Both areexamplesof globally stan-
dardizedschemasand both make signi cant sacri ces in
dataconsisteng in orderto scale:neitherprovidesanything
like transactionauaranteesFilesharingsystemstoday do
not necessarilyrovide full recallof all relevantresults,and
oftenprovide poorprecisionby returningdoclDsthatarecur-
rently inaccessibleDNS doesa betterjob onrecall,but also
keepsstaledatafor a periodof time andhencecansacri ce
precision. The scalabilityand adoptionmodel of thesesys-
temsis anothemodelfor our work here.

6.2 DatabaseSystems

Query processingin traditional distributed databasedo-
cusedon developing bandwidth-reductiorschemesinclud-
ing semi-joins and Bloom joins, and incorporatedthese
techniquednto traditional frameworks for query optimiza-
tion [23]. Mariposawasperhapshe mostambitiousattempt
atgeographiscalingin queryprocessingattemptingo scale
to thousand®f sites[32]. Mariposafocusedon overcoming
cross-administrate barriersby employing economicfeed-
backmechanism# thecostestimationof aqueryoptimizet
To our knowledge, Mariposawas never deployed or simu-
lated on more than a dozenmachines,and offered no new
techniquedor queryexecution only for queryoptimization
and storagereplication. By contrast,we postponework on
gueryoptimizationin our geographiscalabilityagendapre-
ferringto rst designandvalidatethescalabilityof ourquery
executioninfrastructure.

Many of our techniquesereareadaptation®f queryex-
ecutionstratgiesusedin paralleldatabassystemg10]. Un-
like distributeddatabasegqaralleldatabasebave hadsignif-
icant technicaland commercialimpact. While parallelism
per seis not an explicit motivation of our work, algorithms
for parallelqueryprocessingorm onenaturalstartingpoint
for systemgrocessingjuerieson multiple machines.

6.3 P2PDatabaseand IR Proposals

P2Pdatabasearea growing areaof investigation.An early
workshoppaperfocusedon storagassueg14], whichwein-
tentionallysidestephere— our designprinciplesfor scalabil-
ity leadusto only considersoft-statestoragein PIER.A re-
latedbody of work is investigatinghe semantidataintegra-
tion challengesn autonomoud?2Pdatabase¢e.g.[15, 3].)
Solutionsto thoseproblemsarenot a prerequisitdor theim-
pactof ourwork, but would nicely complementt.

This paperbuilds on our initial workshopproposalfor
PIER[16]. To ourknowledge thispapermpresentshe rst se-
rioustreatmenbf scalabilityissuesn a P2P-stylerelational
gueryengine. Thereis an emeping setof P2Ptext search
proposalg27, 33] thatareintendecto provide traditionalIR
functionality Theseareanalogouso aworkload-speci cre-
lational queryengine focusingon Bloom-Filterbasednter
sectionsof invertedindex postinglists.

6.4 Network Monitoring

A numberof systemdave beenproposedor distributednet-
work monitoring. The closestproposalto our discussion
hereis Astrolabe,an SQL-like querysystemfocusedspecif-



ically on aggregation queriesfor network monitoring [34].
Astrolabeprovidesthe ability to de ne materializedaggre-
gationviews over sub-netsandto run querieshathierarchi-
cally composeheseviewsinto coarseraggraeyates Astrolabe
providesa constrainedsubseif SQL thatsacri cesgeneral
query facilities in favor of a family of queriesthat exploit
this hierarchyef ciently. This contrastawith the at topol-
ogy andgenerabplatformprovidedby PIER.

Another workshop proposal for peerto-peer network
monitoringsoftwareis presentedn [30], includinga simple
gueryarchitectureand someideason trust andveri cation
of measurementports.

6.5 Continuous Queriesand Streams

A nal relatedbody of work is the recent urry of actiity
on processingcontinuousqueriesover data streams;these
proposal®ftenusenetwork monitoringasadriving applica-
tion [2]. Certainlycontinuougjueriesarenaturalfor network
monitoring,andthis bodyof work maybeespeciallyrelevant
herein its focuson datacompressiolf‘synopses”andadap-
tive queryoptimization. To date,work on queryingstreams
hastargetedcentralizedsystems.

Somavhat more tangentialare proposalsfor query pro-
cessingn wirelesssensometworks [5, 20]. Thesesystems
shareour focus on peerto-peerarchitecturesand minimiz-
ing network costs, but typically focus on different issues
of power managemengxtremelylow bandwidthsandvery
lossycommunicatiorchannels.

7 Conclusionsand Future Work

In this papeme presentheinitial designandimplementation
of PIER, a structuredquery systemintendedto run at Inter-
netscale.PIERis targetedatin situ queryingof datathatpre-
existsin thewide area.To ourknowledge ,ourdemonstration
of the scalabilityof PIERto over 10,000nodesis uniquein
the databaséterature,evenon simulatednetworks. Our ex-
perimentson actualhardwarehave sofar beenlimited by the
machinesavailableto us, but give us no reasorto doubtthe
scalabilityshovn in our simulationresults.We arecurrently
deploying PIERonthePlanetLakiestbed25], whichwill af-
ford usexperiencewith alargecollectionof nodedistributed
acrosghelnternet.

Thescalabilityof PIERderivesfrom asmallsetof relaxed
designprinciples, which led to someof our key decisions,
including: the adoptionof soft stateand dilated-reachable
shapshosemantics,our useof DHTSs as a core scalability
mechanisnmfor indexing, routing and query statemanage-
ment; our useof recall as a quality metric; and our appli-
cationsin network monitoring.

In thisinitial work we focusedon the queryexecutionas-

pectsof PIER, andwe believe this initial designthrustwas
sound. Our scalability resultsfor “hand-wired” queriesen-
courageausto pursuea numberof additionalresearchhrusts.
Theseincludethefollowing:
Network Monitoring Applications: Theexisting PIERim-
plementatioris nearlysufcient to supportsomesimple but
very usefulnetwork monitoringapplicationsa topic of par
ticular interestto the networking researcheramongus. Im-
plementinga handfulof suchapplicationsshouldhelp usto
prioritize ourwork onthemary systendesigntopicswe dis-
cussnext.

Recursive Queries on Network Graphs: Computernet-
worksform complex graphs,andit is quite naturalto recur
sively querythemfor graphproperties As asimpleexample,
in the Gnutella lesharing network it is usefulto compute
the setof nodesreachablewithin  hopsof eachnode. A
twist hereis that the data is the network the graphbeing
gueriedis in factthe communicatiometwork usedin exe-
cution. This very practicalrecursive query settingpresents
interestingnew challengesn ef ciency androbustness.

Hierar chical aggregationand DHTSs. In this paperwe fo-
cusedon implementationand analysisof distributed joins.
We have alsoimplementedDHT-basedhashgroupingand
aggregationin PIERn a straightforvardfashion,analogous
to what is donein parallel databases. However, parallel
databasearedesignedor bus-like network topologies,and
the techniquedor aggreyationarenot necessarilyappropri-
atein a multi-hop overlaynetwork. Otherin-network aggre-
gationschemeslik e thoseof Astrolabe[34] and TAG [20],
perform hierarchical aggreationin the network, providing
reducedandwidthutilization andbetterload-balancingisa
result. It is not clearhow to leveragetheseideasin a DHT-
basedsystenlike PIER.Onepossibledirectionis to leverage
theapplicationcallbackssupportediuringintermediateout-
ing hopsin mary DHTs — datacould be aggregjatedasit is
routed,somavhatlike the schemén TAG. Howeverit is not
clearhow to dothis effectively. An alternatve is to superim-
poseanexplicit hierarchyonthe DHT, but thisundercutghe
basicDHT approactto robustnessandscalability

Ef cient range predicates BecauseDHTs are a hashing
mechanismwe have focusedup to now on equality predi-
catesandin particularonequi-joins.In future,it isimportant
for PIER to ef ciently supportother predicates. Foremost
amongtheseare the standardunidimensionalrange pred-
icatestypically supportedin databasesystemsby B-trees.
Otherimportantpredicatesnclude regular expressionsand
other string-matchingpredicates multidimensionalranges,
andnearneighborqueries.

Catalogsand Query Optimization: We have seenthatour
existing boxes-and-arravs-basedjueryenginescalesput for
usabilityandrobustnespurposesve would preferto support
declaratve queries.This necessitatethe designof a catalog
manageanda queryoptimizer A catalogis typically small,
but hasmore stringentavailability and consisteng require-
mentsthan most of the datawe have discussedip to now,
whichwill stresssomeof ourdesignprinciples.Onthequery
optimizationfront, oneapproachs to startfrom classicparal-
lel [17] anddistributeddatabasapproachefl9], andsimply
enhanceheir costmodelsto re ect the propertiesof DHTSs.
This may not work well given the heterogeneityand shift-
ing workloadsonthewide-arednternet.We areconsidering
mid-queryadaptve optimizationapproachegke eddies[1]
to capturechangedn performanceadaptvity is especially
attractive if we focuson continuousgueriesas we discuss
below.

Continuous queries over streams As notedin Section6,
we concurwith prior assertionghat continuousqueriesare
naturalover network traces,which may be wrappedasun-
boundeddata streams. PIER already provides a pipelin-
ing query enginewith an asynchronoughreadingmodel,
sowe canalreadyprocessjueriesover wrappeddistributed
“streams’by introducing“windowing” schemento ourjoin



and aggreyation code. Beyond this rst step,it would be

interestingto seehow proposedstreamtechniquedor syn-

opses,adaptvity, and sharing[2] could be adaptedto our

massiely distributedervironment.

Routing, Storage, and Layering: A numberof poten-
tial optimizationscenteron PIER's DHT layer Thesein-

clude: moreef cient routingschemeso provide betterphys-
ical locality in the network; “pushdavn” of selectionsinto

the DHT, batch-routingof mary tuples per call via the

DHT; cachingandreplicationof DHT-baseddata;andload-

balancingof the DHT, especiallyin the face of heteroge-
neousnodesandlinks. Many of thesearetopics of active

researchn the growing DHT designcommunity An inter

estingquestionto watchis whetherthe DHT communityef-

fortswill beusefulto the needof our queryprocessingys-
tem,or whethemwewill dobetterby designingquery-speci ¢
techniques.In the latter case,a subsidiaryquestionwill be

whetherour uniqueneedscanbe addressedbove the DHT

layer, or whetherwe needspecializedDHT supportfor in-

creasegerformance.
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