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Abstract
The databaseresearch communityprides itself on
scalabletechnologies. Yet databasesystemstradi-
tionallydonotexcelononeimportantscalabilitydi-
mension:thedegreeof distribution. Thislimitation
hashampered the impactof databasetechnologies
onmassivelydistributedsystemslike theInternet.

In this paper, we present the initial design of
PIER, a massivelydistributed queryenginebased
on overlay networks,which is intendedto bring
databasequeryprocessingfacilities to new, widely
distributedenvironments.We motivatetheneedfor
massivelydistributedqueries,andarguefor a relax-
ationof certaintraditionaldatabaseresearch goals
in the pursuit of scalability and widespreadadop-
tion. We presentsimulationresultsshowingPIER
gracefully running relational queriesacrossthou-
sandsof machines,andshowresultsfromthesame
software basein actual deploymenton a large ex-
perimentalcluster.

1 Intr oduction
Thedatabaseresearchcommunitypridesitself on thescala-
bility of its technologies.Thechallengeof supporting“Very
Large DataBases”is coreto the community's identity, and
ongoingresearchon scalabilityhascontinuouslymovedthe
�eld forward. Yet databasesystemsdo not excel on one
importantscalabilitydimension: the degreeof distribution.
This is the key scalabilitymetric for global networked sys-
temslike the Internet,which wasrecentlyestimatedat over
162 million nodes[9]. By contrast,the largest database
systemsin the world scaleup to at most a few hundred
nodes.This surprisinglack of scalabilitymay help explain
thedatabasecommunity's lamentthatits technologyhasnot
become“an integral part of the fabric” of massively dis-
tributedsystemslike theInternet[4].

In this paper, we presentPIER (which standsfor “Peer-
to-PeerInformationExchangeandRetrieval”), a queryen-
gine that comfortablyscalesup to thousandsof participat-
ing nodes.PIER is built on top of a DistributedHashTable
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(DHT), a peer-to-peerinspiredoverlay network technology
thathasbeenthesubjectof muchrecentwork in thenetwork-
ing andOS communities[26, 31, 29, 36]. We presentsim-
ulation resultsshowing PIER gracefully running relational
queriesacrossthousandsof machines,andinitial empirical
resultsof the samesoftware basein actualdeployment on
ourdepartment's largestactiveclusterof computers.

Our agendain this initial paperon PIER is twofold. We
show thata systemlike PIER presentsa “technologypush”
toward viable, massively distributed query processingat a
signi�cantly larger scalethan previously demonstrated.In
addition,we presentwhatwe believe to beanimportant,vi-
able“applicationpull” for massivedistribution: thequerying
of Internet-baseddatain situ, without theneedfor database
design,maintenanceor integration.Asateamof networkand
databaseresearchers,webelievein theneedandfeasibilityof
suchtechnologyin arenaslikenetwork monitoring.

The primary technicalcontributionsof this work arear-
chitecturaland evaluative, ratherthan algorithmic. We ar-
gue that certain standarddatabasesystemdesignrequire-
mentsare best relaxed in order to achieve extremescala-
bility. We presenta novel architecturemarrying traditional
databasequeryprocessingwith recentpeer-to-peernetwork-
ing technologies,and we provide a detailedperformance
studydemonstratingthe needfor and feasibility of our de-
sign.Finally, we describehow ourarchitectureandtradeoffs
raisea numberof new researchquestions,botharchitectural
andalgorithmic,thatareripe for furtherexploration.

2 Querying the Inter net
In this section,we presentsomemotivatingapplicationsfor
massively distributeddatabasefunctionality, andfrom them
extract designprinciples for a reusablesystemto address
theseapplications.

2.1 Applications and DesignPrinciples

Peer-to-peer(P2P) �lesharing is probably the best-known
Internet-scalequery application today – in today's post-
Napster, post-AudioGalaxyera,thesetoolstruly run queries
acrossthe Internet,andnot on centralizedservers. Therea-
sonis not particularlynoble: decentralizeddataspreadsre-
sponsibilityandtrackingof copyright violation, motivating
in situprocessingof �le dataandmetadata(�lenames,sizes,
ID3 tags,etc.)Thewidedistributionof this datacomesfrom
massive deploymentby “normal”, non-expert users. These
systemsarenot perfect,but they areveryuseful,andwidely
used. In this sense,they echothe rise of theWeb,but their
query functionality is richer thanpoint-to-pointHTTP, and
“closerto home”for databaseresearch.



We believetherearemany morenatural(andlegal)appli-
cationsfor in situ distributedquerying,wheredatais gener-
atedin astandardwayin many locations,andis notamenable
to centralized,“warehouse”-typesolutions.Warehousingcan
beunattractive for many reasons.First, warehousesarebest
suitedfor historical analysis;someapplicationsprefer live
data.Second,warehousescanbeexpensiveto administer, re-
quiringadatacenterwith suf�cient storageandbandwidthto
scale.Finally, socio-politicalconcernsmaydiscourageware-
houses– with their centralizedcontrol andresponsibility–
whendistributedquerysolutionsareavailable.

An application category of particular interest to us is
widespreadnetworkmonitoring. Network protocolslike IP,
SMTP, andHTTPtendto havestandarddatarepresentations,
andalsohave widespreadserver implementationsthatcould
plausiblyparticipatein “wrapping” the datafor usefuldis-
tributedqueryprocessing.

Asaconcreteexample,wediscusstheproblemof network
intrusiondetection.Networkbehaviorscanbecategorizedby
“�ngerprints”, which may be basedon many kinds of data:
sequencesof portaccesses(e.g.,to detectportscanners),port
numbersandpacket contents(for buffer-overrunattacksor
webrobots,)or application-level informationoncontent(for
email spam). An intrusion is often hard to detectquickly
exceptby comparingits “�ngerprint” to other recentlyex-
periencedattacks. We believe that many standardnetwork
servers(e.g.,mail servers,web servers,remoteshells,etc.)
andapplications(e.g.,mail clients,calendarprograms,web
browsers,etc.)couldbundle�ngerprint-generatingwrappers
to optionallyparticipatein distributedintrusiondetection.

PIER providesa way to �e xibly andscalablyshareand
querythis �ngerprint information. Eachattacked nodecan
publishthe�ngerprint of eachattackinto PIER's distributed
index, whereit will persistfor someperiod before“aging
out” (Section3.2.3). To determinethe threatlevel, organi-
zationscanthenperiodicallyquerythesystemto seewhich
�ngerprints aresimilar, how many reportsexist, etc.

For example, in order to �nd compromisednodeson
the network, it may be useful to usemultiple �ngerprint-
wrappersto identify multiple kinds of “intrusions” from a
singledomain– e.g.,to identify unrestrictedemailgateways
(often a channelfor spam)runningin the samesubnetasa
webrobot(whichmaybecrawling for emailaddresses):
SELECT S.source

FROMspamGateways AS S, robots AS R
WHERES.smtpGWDomain

= R.clientDomain;

In amoregeneralenvironment,asummaryof widespread
attackscanbe a simpleaggregationqueryover a single�n-
gerprinttable:
SELECT I.fingerprint, count(*) AS cnt

FROMintrusions I
GROUPBY I.fingerprint
HAVING cnt > 10;

Organizationsmaytreatsomereportersasmoreusefulor
reliablethanothers,andthereforemaywantto weighresults
accordingto their own storedjudgmentof reputations.This
canbeeasilyaccomplishedwith thefollowing query:
SELECT I.fingerprint,

count(*) * sum(R.weight) AS wcnt
FROMintrusions I, reputation R

WHERER.address = I.address
GROUPBY I.fingerprint
HAVING wcnt > 10;

We chooseintrusiondetectionexamplesbecausewe ex-
pect many peoplewould willingly set their servers to “opt
in” to a communalsystemto improve security1. How-
ever, many analogousexamplescan be constructedusing
standardnetwork tools available today. For example,net-
work tools like tcpdump can be usedto generatetraces
of packet headers,supportingquerieson bandwidthutiliza-
tion by source,by port, etc. Beyond the analysisof packet
headers(whicharearguably“metadata”),intrusiondetection
tools like Snort [28] cantake a packet streamandgenerate
signaturesmuch like thosedescribedabove, by examining
bothpacket headersandthedata“payloads”that they carry.
ToolslikeTBIT [24] canbeusedto supportqueriesaboutthe
deploymentof differentsoftwareversions(TBIT reportson
TCP implementations);this canbe usefulfor doing “public
health” risk assessmentandtreatmentplanningwhensecu-
rity holesareidenti�ed in certainsoftwarepackages.Query
applicationsoutsideof networkingarealsoplausible,includ-
ing resourcediscovery, deepweb crawling and searching,
text search,etc.

We intendfor PIERto bea �e xible framework for a wide
variety of applications– especiallyin experimentalsettings
wherethedevelopmentandtuningof anapplication-speci�c
systemis not yet merited. We areinterestedin both thede-
signandutility of sucha general-purposesystem– our goal
is both to developandimprove PIER,andto useit for net-
working research.

2.2 RelaxedDesignPrinciples for Scaling

Thenotionof a databasesystemcarrieswith it a numberof
traditionalassumptionsthat presentsigni�cant, perhapsin-
surmountablebarriersto massive distribution. A key to the
scalability of PIER is our willingness to relax our adher-
enceto databasetraditionin orderto overcomethesebarriers.
Basedon thediscussionabove,we identify four designprin-
ciplesthatwill guideourattemptto scalesigni�cantly:
a) RelaxedConsistency
While transactionalconsistency is a cornerstoneof database
functionality, conventionalwisdom statesthat ACID trans-
actionsseverely limit the scalabilityandavailability of dis-
tributeddatabases.ACID transactionsarecertainlynot used
in any massively distributed systemson the Internet to-
day. Brewer neatlycodi�es the issuein his “CAP Conjec-
ture” [11] whichstatesthata distributeddatasystemcanen-
joy only two outof threeof thefollowing properties:Consis-
tency, Availability, andtoleranceof network Partitions. He
notesthatdistributeddatabasesalwayschoose“C”, andsac-
ri�ce “A” in thefaceof “P”. By contrast,wewantoursystem
to becomepartof the“integral fabric” of theInternet– thus
it mustbehighly available,andwork on whatever subsetof
thenetwork is reachable.In theabsenceof transactionalcon-
sistency, wewill haveto providebest-effort results,andmea-
surethemusingloosernotionsof correctness,e.g.,precision
andrecall.
b) OrganicScaling
Like mostInternetapplications,we wantour system'sscala-
bility to grow organicallywith thedegreeof deployment;this
degreewill vary over time, anddiffer acrossapplicationsof
the underlyingtechnology. This meansthat we mustavoid

1Thesharingof suchdatacanbemadeevenmoreattractive by integrat-
ing anonymizationtechnologies,assurveyedin e.g.[7].



architecturesthat requirea priori allocationof a datacen-
ter, and�nancial plansto equipandstaff sucha facility. The
needfor organicscalingis wherewe intersectwith thecur-
rententhusiasmfor P2Psystems.We do not speci�cally tar-
gettheusualP2Penvironmentof end-userPCsconnectedby
modems,but we do believe thatany widely distributedtech-
nology– evenif it is intendedto runon fairly robustgateway
machines– needsto scalein this organicfashion.
c) Natural Habitats for Data
Onemain barrier to the widespreaduseof databasesis the
needto load datainto a database,whereit canonly be ac-
cessedvia databaseinterfacesand tools. For widespread
adoption,we requiredatato remainin its “naturalhabitat”–
typically a �le system,or perhapsa live feedfrom aprocess.
“Wrappers”or “gateways”mustbeprovidedto extractinfor-
mationfrom the datafor useby a structuredquerysystem.
While this extractedinformationmaybetemporarilycopied
into thequerysystem'sstoragespace,thedataof recordmust
beexpectedto remainin its naturalhabitat.
d) Standard Schemasvia GrassrootsSoftware
An additionalchallengeto the useof databases– or even
structureddatawrappers– is theneedfor thousandsof users
to designand integrate their disparateschemas.Theseare
dauntingsemanticproblems,andcouldeasilypreventaver-
ageusersfrom adoptingdatabasetechnology– againfrus-
tratingthedatabasecommunity'shopesof beingwoveninto
the fabric of the Internet. Certainlynetworking researchers
would like to sidesteptheseissues! Fortunately, there is
a quite natural pathway for structuredqueriesto “infect”
Internet technology: the information producedby popular
software. As arguedabove, local network monitoringtools
like Snort, TBIT and even tcpdump provide ready-made
“schemas”,and– by natureof being relatively widespread
– are de facto standards.Moreover, thousandsor millions
of usersdeploy copiesof the sameapplicationand server
softwarepackages,andonemight expectthatsuchsoftware
will becomeincreasinglyopenaboutreportingits properties
– especiallyin the wake of eventslike the “SQL Slammer”
(Sapphire)attackin January, 2003. The ability to stitch lo-
cal analysistools and reportingmechanismsinto a shared
global monitoringfacility is both semanticallyfeasibleand
extremelydesirable.

Of coursewe do not suggestthat researchon widespread
(peer-to-peer)schemadesignanddataintegrationis incom-
patiblewith our researchagenda;on thecontrary, solutions
to thesechallengesonly increasethe potential impact of
our work. However, we do arguethatmassively distributed
databaseresearchcanandshouldproceedwithoutwaitingfor
breakthroughson thesemanticfront.

3 PIER Ar chitecture
Given this motivation, we presentour design,implementa-
tion and study of PIER, a database-stylequery enginein-
tendedfor queryingtheInternet.PIERis a three-tiersystem
asshown in Figure1. Applicationsinteractwith the PIER
Query Processor(QP), which utilizes an underlyingDHT.
An instanceof eachDHT and PIER componentis run on
eachparticipatingnode.

3.1 Distrib uted HashTables(DHTs)

The term “DHT” is a catch-allfor a setof schemessharing
certaindesigngoals([26, 31, 29, 36], etc.);wewill seeanex-
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Figure1: PIERArchitecture

ampleshortly in Section3.1.1.As thenameimplies,a DHT
provides a hashtable abstractionover multiple distributed
computenodes.Eachnodein a DHT canstoredataitems,
andeachdataitem is identi�ed by a uniquekey. At theheart
of aDHT is anoverlayroutingschemethatdeliversrequests
for agivenkey to thenodecurrentlyresponsiblefor thatkey.
This is donewithout any global knowledge– or permanent
assignment– of themappingof keys to machines.Routing
proceedsin a multi-hopfashion;eachnodemaintainsonly a
small setof neighbors,androutesmessagesto theneighbor
thatis in somesense“nearest”to thecorrectdestination.

DHTsprovidestrongtheoreticalboundsonboththenum-
berof hopsrequiredto routeakey requestto thecorrectdesti-
nation,andthenumberof maintenancemessagesrequiredto
managethearrival or departureof a nodefrom thenetwork.
By contrast,earlywork on P2Proutingused“unstructured”,
heuristicschemeslike thoseof GnutellaandKaZaA, which
providenosuchguarantees:they canhavehighroutingcosts,
or evenfail to locateakey thatis indeedavailablesomewhere
in thenetwork.

In additionto having attractive formal properties,DHTs
are becomingincreasinglypractical for serioususe. They
havereceivedintenseengineeringscrutiny recently, with sig-
ni�cant effort expendedto makethetheoreticaldesignsprac-
tical androbust.

3.1.1 Content Addr essableNetwork (CAN)

PIERcurrentlyimplementsa particularrealizationof DHTs,
calleda ContentAddressableNetwork [26]. CAN is based
onalogical � -dimensionalCartesiancoordinatespace,which
is partitionedinto hyper-rectangles,calledzones.Eachnode
in thesystemis responsiblefor a zone,anda nodeis identi-
�ed by theboundariesof its zone.A key is hashedto apoint
in the coordinatespace,and it is storedat the nodewhose
zonecontainsthepoint's coordinates2. Figure2(a)shows a
2-dimensional� �������	��
�� �������	� CAN with � venodes.

Eachnodemaintainsa routing tableof all its neighbors
in thecoordinatespace.Two nodesareneighborsin a plane
if their zonessharea hyper-planewith dimension� -1. The
lookupoperationis implementedby forwardingthemessage
along a path that approximatesthe straight line in the co-
ordinatespacefrom the senderto the nodestoringthe key.

2To mapa unidimensionalkey into the CAN identi�er space,we typi-
cally use 
 separatehashfunctions,onefor eachCAN dimension.
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lookup(key) � ipaddr
join(landmark)
leave()
locationMapChange()

Table1: RoutingLayerAPI

Figure2(b) shows the pathfollowed by the lookup for key
�

��� ����� � . Eachnodemaintains!

�

� � state,andthe average
numberof hopstraversedby a messageis "# $&%�'

"

, where$ is
thenumberof nodesin thesystem(see[26] for details).We
havechosen�)(*� in oursimulationsandexperiments,lead-
ing to agrowth behavior of $,+

- . However, thisgrowth canbe
reducedto logarithmicby setting�.(*/10324$ or usingadiffer-
entDHT design[31, 29, 36]. Thus,thescalabilityresultswe
show herecouldbeimprovedyet furthervia anotherDHT.

3.2 DHT Design

Thereis active debatewithin the DHT researchcommunity
as to how to bestfactor DHT functionality into subsidiary
components. In this paperwe have chosenone particular
split,whichwepresenthere.Weexpectthatwecanadaptour
designto “conventionalwisdom” as it accruesin the DHT
community. As avalidationexercise,wealsodeployedPIER
over a competingDHT designcalledChord[31], which re-
quireda fairly minimal integrationeffort.

3.2.1 Routing Layer

As mentionedin Section3.1, thecoreof theDHT is thedy-
namiccontentrouting layer, which mapsa key into the IP
addressof the nodecurrentlyresponsiblefor that key. The
API for this layer is small andsimple,providing just three
functionsandonecallbackasshown in Table1.

lookup is an asynchronousfunctionwhich will issuea
callbackwhenthenodehasbeenlocated3. Themappingbe-
tweenkeys andnodesis constantlychangingasnodesenter
and leave the network. The locationMapChange call-
backis providedto notify higherlevelsasynchronouslywhen
thesetof keysmappedlocally haschanged.

The join and leave calls provide for creatinga new
overlaynetwork,attachingto anexistingnetwork,andgrace-

3If thekey mapsto thelocalnode,thenthelookup call is synchronous,
returningtrueimmediatelywith nocallback.

store(key, item)
retrieve (key) � item
remove(key)

Table2: StorageManagerAPI

get(namespace, resourceID) � item
put(namespace, resourceID, instanceID,

item, lifetime)
renew(namespace, resourceID, instanceID,

item, lifetime) � bool
multicast(namespace, resourceID, item)

5

scan(namespace) � iterator
newData(namespace) � item

Table3: ProviderAPI

fully leaving the network. For pre-existing networks, the
join methodsimplyrequiresthesocketaddressof any node
alreadyin thenetwork (or NULLto startanew network). For
popularnetworks, it is assumedthat therewould bea list of
landmarksin a well known location(a la www.napigator.
com).

It is importantto notethat locality in thekey spacedoes
not guaranteelocality in the network, althoughsomepro-
posedalgorithmsdo try to minimize network distancefor
nearbykeys. We returnto this issuein Section7.

3.2.2 StorageManager

Thestoragemanageris responsiblefor thetemporarystorage
of DHT-baseddatawhile the nodeis connectedto the net-
work. TheAPI for this layer is shown in Table2. TheAPI
is designedto be easilyrealizedvia standardmain-memory
datastructures,a disk-basedindexing packagelike Berke-
ley DB [22], or simply a �lesystem. All we expectof the
storagemanageris to provide performancethat is reason-
ablyef�cient relative to network bottlenecks.Thedatain the
DHT is distributedamongmany machines,andin many ap-
plicationseachmachinewill storea relatively smallamount
of queryableinformation. (This is even true for �lesharing,
for example,with respectto theindex of �lenamesthatgets
queried). For simplicity in our early work, we usea main-
memorystoragemanager. Themodularityof theoverall de-
signallows for morecomplex andscalablestoragemanagers
to beusedasrequired.

3.2.3 Provider

The provider is responsiblefor tying the routing layer and
storagemanagertogetherwhile providing a usefulinterface
to applications.ThecompleteAPI is shown in Table3.

BeforedescribingtheAPI, somenoteson our DHT nam-
ing schemeareappropriate.Eachobject in the DHT hasa
namespace,resourceID,andinstanceID.Thenamespaceand
resourceIDare usedto calculatethe DHT key, via a hash
function. Thenamespaceidenti�es theapplicationor group
an objectbelongsto; for queryprocessingeachnamespace
correspondsto arelation.Namespacesdonotneedto bepre-
de�ned,they arecreatedimplicitly whenthe�rst itemis put
anddestroyed whenthe last item expires (asdescribedbe-
low). TheresourceIDis generallyintendedto beavaluethat



carriessomesemanticmeaningabouttheobject. Our query
processorby default assignsthe resourceIDto be the value
of theprimarykey for basetuples,althoughany attribute(or
combination)couldbeusedfor this purpose.Itemswith the
samenamespaceandresourceIDwill have thesamekey and
thus map to the samenode. The instanceIDis an integer
randomlyassignedby the userapplication,which servesto
allow the storagemanagerto separateitemswith the same
namespaceandresourceID(whichcanoccurwhenitemsare
not storedbasedon the primary key). The put and get
callsarebaseddirectly on this namingscheme.Note that–
aswith mostindexes– get is key-based,not instance-based,
andthereforemayreturnmultiple items.

In order to adhereto our principle of “relaxed consis-
tency”, PIERusesthecommonInternetapproachof softstate
to achieve reliability andlimit overheadsin the faceof fre-
quentfailuresor disconnections[8]. This is the purposeof
the “lifetime” argumentof the put call – it givesthe DHT
a boundon how long it shouldstorethe item after receipt.
Eachproducerof datacanalsoperiodicallyinvoke the re-
new call to keeptheir information live for as long as they
like. If a dataitem is not refreshedwithin the lifetime, then
the item is deletedfrom the DHT on the responsiblenode.
Thus,whena nodefails or is disconnected,DHT entriesare
lost. However, theseentrieswill berestoredto thesystemas
soonasthenodere-sendsthatinformationwhenrenewing.

To run a query, PIER attemptsto contactthe nodesthat
hold datain a particularnamespace.A multicast com-
municationprimitive is usedby the provider for this pur-
pose[18]. Theprovider supportsscanaccessto all thedata
storedlocally on thenodethroughthe � scan iterator. When
run in parallelon all nodesservinga particularnamespace,
this serves the purposeof scanninga relation. Finally the
provider supportsthe newData callbackto the application
to inform it whena new dataitem hasarrivedin a particular
namespace.

3.3 QP Overview

ThePIERQueryProcessoris a“boxes-and-arrows” data�ow
engine,supportingthe simultaneousexecutionof multiple
operatorsthat canbe pipelinedtogetherto form traditional
queryplans. In our initial prototype,we startedby imple-
mentingoperatorsfor selection,projection,distributedjoins,
grouping,andaggregation.

Unlike many traditionaldatabases,we do not employ an
iteratormodelto link operatorstogether[13]. Insteadoper-
atorsproduceresultsasquickly aspossible(push)anden-
queuethedatafor thenext operator(pull). This intermediate
queueis capableof hidingmuchof thenetwork latency when
datamustbemovedto anothersite.Sincenetworkingis such
a fundamentalaspectof our design,we chosenot to encap-
sulateit awayasin Volcano[12].

We intendin the future to addadditionalfunctionality to
PIER's query processor, including systemcatalogs,an ex-
tensibleoperatorinterface,anddeclarativequeryparsingand
optimization.Notethatsuchadditionalmodulesarecomple-
mentaryto thequeryprocessoritself: a parserandoptimizer
will be layeredabove theexisting queryprocessor4, andthe

4Thiswouldnotbethecaseif wechooseacontinuouslyadaptivescheme
like [1], which operateswithin a query plan. We discussthis further in
Section7.

catalogfacility will reusetheDHT andqueryprocessor.
Following our “natural habitat” designprinciple, we do

not currently provide facilities within PIER for modifying
datamanagedby wrappers.Currently, weexpectwrappersto
insert,update,anddeleteitems(or referencesto items)and
tables(namespaces)directlyvia theDHT interface.Oncewe
adda queryparser, it would befairly simpleto provideDDL
facilities for PIER to drive theseDHT-baseddatamodi�ca-
tions.But evenif wedid that,theupdateswouldgoto thesoft
statein theDHT, not to thewrappers.If theneedto provide
data-modi�cationcallbacksto updatablewrappersbecomes
important,suchfacilitiescouldbeadded.

3.3.1 Data Semanticsfor PIER Queries

Givenour“relaxedconsistency” designprinciple,weprovide
a besteffort datasemanticsin PIER that we call a dilated-
reachablesnapshot. First, we de�ne a “reachablesnapshot”
as the setof datapublishedby reachablenodesat the time
thequeryis sentfrom theclient node.As a practicalmatter,
we are forcedto relax reachablesnapshotsemanticsto ac-
commodatethedif�culty of globalsynchronizationof clocks
and query processing.Instead,we de�ne correctbehavior
in PIERbasedon thearrival of thequerymulticastmessage
at reachablenodes:our reference“correct” dataset is thus
the (slightly time-dilated)union of local snapshotsof data
publishedby reachablenodes,whereeachlocal snapshotis
from thetime of querymessagearrival at thatnode.For the
applicationswe areconsidering,this pragmaticasynchrony
in snapshotsseemsacceptable.Of course,our actualquery
answersmay not evenprovide this level of consistency, be-
causeof failuresandpartitions(publisheddatafrom areach-
ablenodemaybetransientlyindexedby theDHT at a now-
unreachablenode),andsoft state(the DHT may transiently
index dataat a reachablenodethatwaspublishedby a now-
unreachablenode).

4 DHT-BasedDistrib uted Joins
Our join algorithmsareadaptationsof textbookparalleland
distributedschemes,which leverageDHTs whenever possi-
ble. This is donebothfor thesoftwareeleganceaffordedby
reuse,and becauseDHTs provide the underlyingInternet-
level scalability we desire. We use DHTs in both of the
sensesusedin the literature– as “content-addressablenet-
works” for routing tuplesby value, and as hashtablesfor
storing tuples. In databaseterms,DHTs canserve as “ex-
change”mechanisms[12], ashashindexes,andasthehash
tablesthatunderliemany paralleljoin algorithms.DHTspro-
vide thesefeaturesin the faceof a volatile setof participat-
ing nodes,a critical featurenot availablein earlierdatabase
work. As wewill seebelow, wealsouseDHTs to routemes-
sagesotherthantuples,includingBloomFilters.

We have implementedtwo differentbinary equi-join al-
gorithms,andtwo bandwidth-reducingrewrite schemes.We
discussthesewith respectto relations� and � . We assume
thatthetuplesfor � and � arestoredin theDHT in separate
namespaces��� and ��� . We noteherethatPIERalsopro-
videsa DHT-basedtemporarytablefacility for materializing
operatoroutputwithin queryplans.

4.1 CoreJoin Algorithms

Our most general-purposeequi-join algorithm is a DHT-
basedversionof thepipeliningsymmetrichashjoin [35], in-



terleaving building andprobingof hashtableson eachinput
relation. In the DHT context, all datais alreadyhashedby
someresourceID,so we speakof rehashinga table on the
join key. To begin rehashing,eachnodein � � or � � per-
forms an � scan to locateeach � and � tuple. Eachtuple
thatsatis�esall thelocal selectionpredicatesis copied(with
only therelevantcolumnsremaining)andmustbeput into a
new uniqueDHT namespace,��� . Thevaluesfor thejoin at-
tributesareconcatenatedto form theresourceIDfor thecopy,
andall copiesaretaggedwith their sourcetablename.

Probingof hashtablesis a local operationthat occursat
thenodesin � � , in parallelwith building. Eachnoderegis-
terswith theDHT to receivea newData callbackwhenever
new datais insertedinto the local � � partition. Whena tu-
ple arrives,a get to the ��� is issuedto �nd matchesin the
othertable; this get is expectedto staylocal. (If the local
DHT key spacehasbeenremappedin the interim, the get
will returnthecorrectmatchesattheexpenseof anadditional
roundtrip.). Matchesareconcatenatedto theprobetuple to
generateoutputtuples,whicharesentto thenext stagein the
query(anotherDHT namespace)or, if they areoutputtuples,
to theinitiating siteof thequery.

Thesecondjoin algorithm,FetchMatches, is avariantof a
traditionaldistributedjoin algorithmthatworkswhenoneof
thetables,say � , is alreadyhashedon thejoin attributes.In
thiscase,��� is � scan ned,andfor each� tupleaget is is-
suedfor thecorresponding� tuple.Notethatlocalselections
on � do not improveperformance– they do not avoid get s
for eachtuple of � , and sincetheseget s are doneat the
DHT layer, PIER'squeryprocessordoesnothavetheoppor-
tunity to �lter the � tuplesat theremotesite(recallFigure1).
In short,selectionson non-DHTattributescannotbepushed
into the DHT. This is a potentialavenuefor future stream-
lining, but suchimprovementswouldcomeat theexpenseof
“dirtying” DHT APIswith PIER-speci�cfeatures– a design
approachwe have tried to avoid in our initial implementa-
tion. Oncethe � tuplesarriveat thecorresponding� tuple's
site, predicatesareapplied,the concatenationis performed,
andresultsarepassedalongasabove.

4.2 Join Rewriting

Symmetric hash join requiresrehashingboth tables, and
hencecanconsumea greatdealof bandwidth. To alleviate
this when possible,we also implementedDHT-basedver-
sionsof two traditionaldistributedqueryrewrite strategies,
to try andlower the bandwidthof the symmetrichashjoin.
Our �rst is a symmetricsemi-join. In this scheme,we mini-
mizeinitial communicationby locally projectingboth � and

� to their resourceIDsandjoin keys,andperforminga sym-
metrichashjoin on thetwo projections.Theresultingtuples
arepipelinedinto FetchMatchesjoins on eachof thetables'
resourceIDs.(In our implementation,we actually issuethe
two joins' fetchesin parallelsinceweknow bothfetcheswill
succeed,andwe concatenatethe resultsto generatethe ap-
propriatenumberof duplicates.)

Ourotherrewrite strategy usesBloomjoins. First,Bloom
Filters arecreatedby eachnodefor eachof its local � and

� fragments,andarepublishedinto a small temporaryDHT
namespacefor eachtable. At thesitesin theBloom names-
paces,the�lters areOR-edtogetherandthenmulticastto all
nodesstoringthe oppositetable. Following the receiptof a
BloomFilter, anodebegins � scan ningits correspondingta-

ble fragment,but rehashingonly thosetuplesthatmatchthe
BloomFilter.

5 Validation and PerformanceEvaluation
In this sectionwe useanalysis,simulationsandexperiments
overa realnetwork to demonstratePIER.

Traditionally, databasescalabilityis measuredin termsof
databasesizes.In theInternetcontext, it is alsoimportantto
take into accountthenetwork characteristicsandthenumber
of nodesin thesystem.Evenwhenthereareplentyof com-
putationandstorageresources,theperformanceof a system
can degradedue to network latency overheadsand limited
network capacity. Also, althoughaddingmorenodesto the
systemincreasestheavailableresources,it canalsoincrease
latencies.The increasein latency is an artifact of the DHT
schemewe useto routedatain PIER (asdescribedin Sec-
tion 3.1). In particular, with CAN – theDHT schemeweuse
in oursystem– adataitemthatis sentbetweentwo arbitrary
nodesin the systemwill traverse$ +

- intermediatenodeson
average(thoughrecall that this increasecouldbereducedto
logarithmicthroughchangingtheDHT parameters).

To illustrate theseimpactson our system's performance
weuseavarietyof metrics,includingthemaximuminbound
traf�c at a node,theaggregatetraf�c in thesystem,andthe
time to receive thelastor the � -th resulttuple. Finally, since
the systemanswersqueriesduring partial failures,we need
to quantifytheeffectsof thesefailuresonqueryresults.

We next presentthe load andthe network characteristics
we useto evaluatePIER.

5.1 Workload

In all ourtestsweusethefollowingsimplequeryasthework-
load:
SELECT R.pkey, S.pkey, R.pad

FROMR, S
WHERER.num1 = S.pkey

AND R.num2 > constant1
AND S.num2 > constant2
AND f(R.num3, S.num3) > constant3

TablesR andS aresyntheticallygenerated.Unlessoth-
erwisespeci�ed,R has10 timesmoretuplesthanS, andthe
attributesfor R and S are uniformly distributed. The con-
stantsin thepredicatesarechosento producea selectivity of
50%.In addition,thelastpredicateusesafunctionf(x,y) ;
sinceit referencesbothR andS, any queryplanmustevalu-
ateit aftertheequi-join.Wechosethedistributionof thejoin
columnssuchthat 90% of R tupleshave onematchingjoin
tuplein S (beforeany otherpredicatesareevaluated)andthe
remaining10%havenomatchingtuplein S. TheR.pad at-
tributeis usedto ensurethatall resulttuplesare � KB in size.
Unlessotherwisespeci�ed, we usethesymmetrichash-join
strategy to implementthejoin operation.

5.2 Simulation and Experimental Setup

The simulator and the implementationuse the samecode
base.The simulatorallows us to scaleup to 10,000nodes,
afterwhich thesimulationno longer�ts in RAM – a limita-
tion of simulation,not of the PIER architectureitself. The
simulator's scalabilitycomesat the expenseof ignoring the
cross-traf�c in thenetwork andtheCPUandmemoryutiliza-
tions.Weusetwo topologiesin oursimulations.The�rst is a
fully connectednetwork wherethe latency betweenany two



nodesis 100msandthe inboundlink capacityof eachnode
is 10 Mbps. This setupcorrespondsto a systemconsisting
of homogeneousnodesspreadthroughouttheInternetwhere
the network congestionoccursat the last hop. In addition,
we usethe GT-ITM package[6] to generatea more realis-
tic transit-stubnetwork topology. However, sincethe fully-
connectedtopologyallowsusto simulatelargersystems,and
sincethesimulationresultson the two topologiesarequali-
tatively similar (aswe'll seein Section5.7),we usethe�rst
topologyin mostof our simulations.

In addition,we make two simplifying assumptions.First,
in ourevaluationwefocusonthebandwidthandlatency bot-
tlenecks,andignorethecomputationandmemoryoverheads
of queryprocessing.Second,we implicitly assumethatdata
changesat a ratehigher than the rateof incomingqueries.
As a result,thedataneedsto be shippedfrom sourcenodes
to computationnodesfor everyqueryoperation.

We also run experimentsof PIER deployed (not simu-
lated!) on the largestsetof machineswe hadavailableto us
– asharedclusterof 64PCsconnectedby a1-Gbpsnetwork.

All measurementsreportedin this sectionareperformed
after the CAN routing stabilizes,and tablesR and S are
loadedinto theDHT.

5.3 Centralized vs. Distrib uted Query Processing

In standarddatabasepractice,centralizeddatawarehouses
areoftenpreferredover traditionaldistributeddatabases.In
this section we make a performancecasefor distributed
queryprocessingat thescalesof interestto us. Considerthe
join operationpresentedin Section5.1 andassumethat ta-
blesRandS aredistributedamong$ nodes,while thejoin is
executedat � “computation”nodes,where �

�

�

�

$ .
If thereare � bytesof datain toto thatpassedtheselection

predicateson R andS, theneachof the computationnodes
would needto receive ������������$	� dataon average. The
secondterm accountsfor the small portion of datathat is
likely to remainlocal. In ourcasetheselectivity of thepred-
icatesonbothRandS is 50%,which resultin avalueof � of
approximately� GB for a databaseof 
 GB.

Whenthereis only onecomputationnodein a 
	����� -node
network,onewouldneedto provisionfor averyhighlink ca-
pacity in orderto obtaingoodresponsetimes. For instance,
evenif we arewilling to wait oneminutefor theresults,one
needsto reserve at least ��
�� Mbps for the downlink band-
width, which would be very expensive in practice. We val-
idatedthesecalculationin our simulator, but do not present
thedatadueto spacelimitations.

5.4 Scalability

Oneof themostimportantpropertiesof any distributedsys-
tem is the ability to scaleits performanceasthe numberof
nodesincreases.In this section,we evaluatethe scalability
of our systemby proportionallyincreasingtheloadwith the
numberof nodes.

Considerthequeryabove,whereeachnodeis responsible
for � MB of sourcedata. Figure3 plots the responsetime
for the 
 � -th tuple.Thevalue 
 � waschosento bea bit after
the �rst tuple received, andwell beforethe last. We avoid
using the �rst responseasa metric here,on the off chance
that it is producedlocally anddoesnot re�ect network lim-
itations. In this scalabilityexperimentwe arenot interested
in the time to receive the last result,becauseaswe increase
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Figure3: Averagetime to receive the � � -th resulttuplewhenboth
thesizeof thenetwork andthe loadarescaledup. Eachdatapoint
is averagedover threeindependentsimulations.

theloadandnetwork size,we increasethenumberof results;
at somepoint in that exercisewe endup simply measuring
the (constant)network capacityof the querysite, whereall
resultsmustarrive.

As shown in Figure3, whenall nodesparticipatein the
computationtheperformanceof thesystemdegradesonly by
afactorof � whenthenetworksizeandtheloadincreasefrom
two to ��� � � � � nodes.We areunableto obtainperfectscal-
ing becausethenumberof overlayhopsfor eachlookup in-
creasesasthenetworksizeincreases.Thisultimatelyleadsto
anincreasein thelookuplatency. In particular, with our im-
plementationof CAN thelookuplengthincreaseswith $

%�'

#

,
where $ is thenumberof nodesin thesystem.Thus,asthe
numberof nodesincreasesfrom two to ����� � � � , the lookup
lengthincreasesby a factorof about � � . Thereasonwe ob-
serve only a factorof � degradationin our measurementsis
that,besidesthe lookupoperation,thereis a �x edoverhead
associatedwith the join operation5. We discusstheseover-
headsin more detail in Section5.5. Finally, note that the
increasein thelookuplengthcouldbereducedby choosinga
differentvaluefor � in CAN or usingadifferentDHT design.

Whenthenumberof computationnodesis keptsmallby
constrainingthejoin namespace� � , thebottleneckmovesto
the inboundlinks of the computationnodes,andasa result
the performanceof the systemdegradessigni�cantly asthe
totalnumberof nodesandthereforetheloadpercomputation
nodeincreases.

In summary, our systemscaleswell aslong asthe num-
ber of computationnodesis large enoughto avoid network
congestionat thosenodes.

5.5 Join Algorithms and Rewrite Strategies

In this sectionwe evaluatethe four join strategiesdescribed
in Section6: symmetrichashjoin, FetchMatches,symmetric
semi-joinrewriting, andBloomFilter rewriting. Weconsider
two simulationscenarioswherethebottleneckis thelatency
or thenetwork capacity. Notethattheformercaseis equiva-
lent to asystemin which thenetwork capacityis in�nite.

5For example,the time it takesto sendthe resulttuplebackto the join
initiator doesn't changeasthenetwork sizeincreases.



symmetric Fetch symmetric Bloom
hash Matches semi-join Filter

3.73sec 3.78sec 4.47sec 6.85sec

Table4: Averagetime to receive thelastresulttuple.

5.5.1 In�nite Bandwidth

To quantifytheimpactof thepropagationdelayonthesefour
strategies,we�rst ignorethebandwidthlimitations,andcon-
sideronly thepropagationdelay.

Eachstrategy requiresdistributing thequeryinstructions
to all nodes(a multicastmessage)and the delivery of the
results(direct IP communicationbetweennodes). Table 4
showstheaveragetimemeasuredby thesimulatorto receive
the last result tuple by the query node in a network with

$
( � ( ����
�� nodes.We proceedto explain thesevalues
analytically.

Recallthatthelookupin CAN takes $ +

- hopsonaverage.
Sincethelatency of eachhopis 100ms,theaveragelookup
latency is $ +

-


 ��� � ( �

�

��� sec. In contrast,the latency
of adirectcommunicationbetweenany two nodesis � � � ms.
Reference[18] describesthemulticastoperation,usedto dis-
tributethequeryprocessing,in detail.Hereweonly notethat
in this particularcaseit takesthemulticastroughly3 secto
reachall nodesin the system. Next, we detail our analysis
for eachjoin strategy:
Symmetric hash join To rehashthe tuples,the DHT must
(1) lookup the noderesponsiblefor a key, and(2) sendthe
put messagedirectly6 to that node. Adding the multicast
andthelatency for deliveringtheresultsto thejoin initiator,
we obtain 
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�

� � sec,which is closeto
thesimulator'svaluein Table4.
FetchMatches. To �nd apossiblematchingtuple,thenodes
must(1) lookuptheaddressof thenoderesponsiblefor that
tuple, (2) senda requestto thatnode,(3) wait for the reply,
and(4) deliver theresults.In this scenariothereis oneCAN
lookupandthreedirectcommunications.Addingupthecosts
of all theseoperationsyields 
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��� sec.
Symmetric semi-join rewrite. In thiscase,theprojectedtu-
plesare(1) insertedinto thenetwork (oneCAN lookupplus
onedirectcommunication),and(2) a FetchMatchesjoin is
performedover the indexes(one CAN lookup and one di-
rect communication). Thus, we have a total of two CAN
lookup operationsand four direct communications(includ-
ing thedelivery of results).All theseoperationsaccountfor
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Bloom Filter rewrite. Eachnodecreatesthe local Bloom
Filters and sendsthem to the collectors(one lookup and
onedirectcommunication).In turn, thecollectorsdistribute
the �lters backto the sourcenodes(onemulticast),andthe
sourcenodesthenperformthe rehashfor a symmetrichash
join (oneCAN lookupandonedirectcommunication).To-
gether, in additionto themulticastoperationrequiredto dis-
tribute the queryprocessing,we have anothermulticastop-

6MostDHT operationsconsistof a lookupfollowedby directcommuni-
cation.Sincethesetwo operationsarenotatomic,therecanbeacasewhere
a nodecontinuouslyfails to contacta noderesponsiblefor a certainkey,
becausethe nodemappingto that key always changesafter the lookup is
performed.However, this is unlikely to beaproblemin practice.Theband-
width savingsof not having a largemessagehopalongtheoverlaynetwork
outweighsthesmallchanceof thisproblem.
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Figure4: Aggregatenetwork traf�c generatedby eachjoin strat-
egy.

eration,two lookupoperations,andthreedirectcommunica-
tions.Addingthemupgivesus 
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� ( �

�

���

sec.Thereasonthatthisvalueis largerthantheonereported
in Table4 is becausein ourderivationswehaveassumedthat
thereis onenodethat experiencesworst casedelayswhen
waiting for bothmulticasts.However, this is veryunlikely to
happenin practice.

5.5.2 Limited Bandwidth

In this section,we evaluatetheperformanceof thefour join
strategies in the baselinesimulationsetupin which the in-
boundcapacityof eachnodeis 10 Mbps. We �rst measure
thenetworkoverheadincurredby eachjoin strategy, andthen
measurethetime to receive thelastresulttuple.

Figure4 plots thebandwidthrequirementsfor eachstrat-
egy asa functionof theselectivity of thepredicateonS. The
total sizeof relationsR andS is approximately
�� GB, and
thesystemhas � ��
�� nodes.

As expected,thesymmetrichashjoin usesthemostnet-
work resourcessincebothtablesarerehashed.Theincrease
in the total inboundtraf�c is due to the fact that both the
numberof tuplesof S that arerehashedandthe numberof
resultsincreasewith theselectivity of theselectionon S. In
contrast,theFetchMatchesstrategy basicallyusesaconstant
amountof network resourcesbecausetheselectiononS can-
not be pusheddown in the queryplan. This meansthat re-
gardlessof how selective the predicateis, the S tuple must
still be retrievedandthenevaluatedagainstthe predicateat
the computationnode. In the symmetricsemi-joinrewrite,
the secondjoin transfersonly thosetuplesof S andR that
match. As a result, the total inboundtraf�c increaseslin-
early with the selectivity of the predicateon S. Finally, in
theBloom Filter case,aslong astheselectionon S haslow
selectivity, theBloom Filtersareableto signi�cantly reduce
therehashingonR, asmany Rtupleswill nothaveanS tuple
to join with. However, astheselectivity of theselectiononS
increases,theBloom Filtersareno longereffective in elim-
inatingtherehashingof R tuples,andthealgorithmstartsto
performsimilar to thesymmetricjoin algorithm.

Toevaluatetheperformanceof thefouralgorithms,in Fig-
ure5 weplot theaveragetime to receivethelastresulttuple.
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Figure5: Time to receive thelastresulttuplefor eachstrategy.

The reasonwe usethe last tuple hereratherthanthe 
 � -th
is to illustratethedifferentbottlenecksin thesystem.When
the selectivity of the predicateon S is lower than40%, the
bottleneckis theinboundcapacityof thecomputationnodes.
As a result, the plots in Figure 5 follow a trend similar to
that of the total inboundtraf�c shown in Figure4. As the
predicateselectivity onS exceeds40%thenumberof results
increasesenoughsuchthat thebottleneckswitchesto being
theinboundcapacityof thequerysite.

5.6 Effectsof Soft State

In thissectionweevaluatetherobustnessof oursystemin the
faceof nodefailures.Thetypicalalgorithmusedby DHTsto
detectnodefailuresis for eachnodeto sendperiodickeep-
alive messagesto its neighbors.If a certainnumberof keep-
alivemessagesremainunanswered,anodewill concludethat
its neighborhasfailed. Thus,whena nodefails, it will take
its neighborssometime until they learn that the nodehas
failed.Duringthis timeall thepacketssentto thefailednode
are simply dropped. In this sectionwe assumesomewhat
arbitrarily that it takes15 secondsto detecta nodefailure.
Oncea nodedetectsa neighborfailure, we assumethat the
nodewill routeimmediatelyaroundthefailure.

Whenanodefails,all thetuplesstoredatthatnodearelost
– evenif thenodesthatpublishedthemarestill reachable.A
simpleschemeto counteractthis problemis to periodically
renew (refresh)all tuples.To evaluatethis schemewe plot
the averagerecall asa function of the nodefailure rate for
different refreshperiodswhen thereare 4096 nodesin the
system(seeFigure6). A refreshperiodof 60 secmeansthat
eachtupleis refreshedevery60sec.Thus,whenanodefails,
thetuplesstoredatthatnodeareunavailablefor 30seconav-
erage.As expectedtheaveragerecalldecreasesasthefailure
rateincreases,andincreasesastherefreshperioddecreases.
For illustration,considerthecasewhentherefreshperiodis
60 secand the failure rate is 240 nodesper minute. This
meansthatabout6% (i.e., 
�� ����� ��� � ) of thenodesfail every
minute.Sinceit takesup to 30secon averageuntil a lost tu-
pleis reinsertedin thesystem,weexpectthat � � 
 � sec� � � sec
= 3% of thelive tuplesin thesystemto beunavailable.This
would result in a recall of 97% which is closeto the value
of 96%plotedin Figure6. Notethatthis recall�gure is with
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respectto thereachablesnapshotsemanticspresentedin Sec-
tion 3.3.

5.7 Transit Stub Topology

Sofar, in oursimulationswehaveusedafully-connectednet-
work topology. A naturalquestionis whetherusinga more
complex and realistic network topology would changethe
results. In this section,we try to answerthis questionby
usingtheGT-ITM package[6] to generatea transitstubnet-
work topology. Thenetwork consistsof four transitdomains.
Thereare10 nodesper transit domain,and thereare three
stubdomainsper transitnode. The numberof nodesin the
systemare distributed uniformly amongthe stub domains.
The transit-to-transitlatency is 50 ms, the transit-to-stubla-
tency is 10ms,andthelatency betweentwo nodeswithin the
samestubis 2 ms.Theinboundlink to eachnodeis 10Mbps.

Figure7 shows the resultsof reruningthescalabilityex-
perimentsfrom Section5.4 usingthe transit-stubtopology.
Theresultsexhibit thesametrendsastheresultsobtainedby
usingthefully-connectedtopology(seeFigure3). Theonly
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signi�cant differenceis thattheabsolutevaluesto receivethe

 � -th resulttuplearelarger. This is becausetheaverageend-
to-enddelaybetweentwo nodesin the transitstubtopology
is about170ms,insteadof 100msasin thecaseof thefully
connectedgraph. Also notethat in Figure7 we plot the re-
sultsonly for up � ��� � nodesinsteadof 10,000nodes.This
wasthemaximumnetwork sizeallowedby ourcurrentsimu-
latorusingthetransit-stubtopology. Thislimitation, together
with thefactthatwedid notobserveany qualitativedifferent
resultsfor thetwo topologies,werethemainreasonsfor us-
ing thefully-connectedtopologyin this paper.

5.8 Experimental Results

In thissectionwepresenttheexperimentalresultsof running
our prototypeimplementationon a clusterof 64 PCscon-
nectedby an1 Gbpsnetwork. Figure8 plots thetime to re-
ceive the 
 � -th resulttupleasthenumberof nodesincreases
from 2 to 64andtheloadscalesaccordingly. As expectedthe
time to receive the 
 � -th resulttuplepracticallyremainsun-
changedasboththesystemsizeandloadarescaledup. The
reasonthat the plot is not smoothis becausethe clusterwe
usedto run our experimentswastypically sharedwith other
competingapplications,andwasparticularlyheavily loaded
duringtheperiodwe ranthesetests.We believe thepeakin
responsetime at 32 nodesis dueto an artifact in our CAN
implementation.

6 RelatedWork
Ourwork onPIERwasinspiredandinformedby anumberof
researchtraditions.We attemptto providea roughoverview
of relatedwork here.

6.1 Widely-DeployedDistrib uted Systems

Theleadingexampleof amassively distributedsystemis the
Internetitself. Thesoft-stateconsistency of theInternet's in-
ternaldata[8] is oneof thechiefmodelsfor ourwork. Onthe
schemastandardizationfront, we notethat signi�cant effort
is expendedin standardizingprotocols(e.g. IP, TCP, SMTP,
HTTP) to ensurethat the “schema”of messagesis globally
agreed-upon,but thatthesestandardsareoftendrivenbypop-

ularly deployed software. While rarely storedpersistently,
thenumberof bytesgeneratedfrom eachof these“schemas”
annuallyis enormous.

ThemostprevalentdistributedquerysystemsareP2P�le-
sharingandDNS [21]. Both areexamplesof globally stan-
dardizedschemas,and both make signi�cant sacri�ces in
dataconsistency in orderto scale:neitherprovidesanything
like transactionalguarantees.Filesharingsystemstodaydo
not necessarilyprovide full recallof all relevantresults,and
oftenprovidepoorprecisionby returningdocIDsthatarecur-
rently inaccessible.DNS doesa betterjob on recall,but also
keepsstaledatafor a periodof time andhencecansacri�ce
precision.The scalabilityandadoptionmodelof thesesys-
temsis anothermodelfor our work here.

6.2 DatabaseSystems

Query processingin traditional distributed databasesfo-
cusedon developingbandwidth-reductionschemes,includ-
ing semi-joins and Bloom joins, and incorporatedthese
techniquesinto traditional frameworks for query optimiza-
tion [23]. Mariposawasperhapsthemostambitiousattempt
atgeographicscalingin queryprocessing,attemptingto scale
to thousandsof sites[32]. Mariposafocusedon overcoming
cross-administrative barriersby employing economicfeed-
backmechanismsin thecostestimationof aqueryoptimizer.
To our knowledge,Mariposawas never deployed or simu-
lated on more thana dozenmachines,andofferedno new
techniquesfor queryexecution, only for queryoptimization
andstoragereplication. By contrast,we postponework on
queryoptimizationin ourgeographicscalabilityagenda,pre-
ferringto �rst designandvalidatethescalabilityof ourquery
executioninfrastructure.

Many of our techniqueshereareadaptationsof queryex-
ecutionstrategiesusedin paralleldatabasesystems[10]. Un-
likedistributeddatabases,paralleldatabaseshavehadsignif-
icant technicaland commercialimpact. While parallelism
per seis not an explicit motivationof our work, algorithms
for parallelqueryprocessingform onenaturalstartingpoint
for systemsprocessingqueriesonmultiple machines.

6.3 P2PDatabaseand IR Proposals

P2Pdatabasesarea growing areaof investigation.An early
workshoppaperfocusedonstorageissues[14], whichwein-
tentionallysidestephere– our designprinciplesfor scalabil-
ity leadusto only considersoft-statestoragein PIER.A re-
latedbodyof work is investigatingthesemanticdataintegra-
tion challengesin autonomousP2Pdatabases(e.g.[15, 3].)
Solutionsto thoseproblemsarenotaprerequisitefor theim-
pactof ourwork, but wouldnicelycomplementit.

This paperbuilds on our initial workshopproposalfor
PIER[16]. To ourknowledge,thispaperpresentsthe�rst se-
rious treatmentof scalabilityissuesin a P2P-stylerelational
queryengine. Thereis an emerging setof P2Ptext search
proposals[27, 33] thatareintendedto provide traditionalIR
functionality. Theseareanalogousto aworkload-speci�cre-
lationalqueryengine,focusingon Bloom-Filter-basedinter-
sectionsof invertedindex postinglists.

6.4 Network Monitoring

A numberof systemshavebeenproposedfor distributednet-
work monitoring. The closestproposalto our discussion
hereis Astrolabe,anSQL-like querysystemfocusedspecif-



ically on aggregationqueriesfor network monitoring [34].
Astrolabeprovidesthe ability to de�ne materializedaggre-
gationviewsoversub-nets,andto run queriesthathierarchi-
cally composetheseviewsinto coarseraggregates.Astrolabe
providesa constrainedsubsetof SQL thatsacri�cesgeneral
query facilities in favor of a family of queriesthat exploit
this hierarchyef�ciently . This contrastswith the �at topol-
ogyandgeneralplatformprovidedby PIER.

Another workshop proposal for peer-to-peer network
monitoringsoftwareis presentedin [30], includinga simple
queryarchitecture,andsomeideason trust andveri�cation
of measurementreports.

6.5 ContinuousQueriesand Streams

A �nal relatedbody of work is the recent�urry of activity
on processingcontinuousqueriesover datastreams;these
proposalsoftenusenetwork monitoringasadriving applica-
tion [2]. Certainlycontinuousqueriesarenaturalfor network
monitoring,andthisbodyof work maybeespeciallyrelevant
herein its focusondatacompression(“synopses”)andadap-
tive queryoptimization.To date,work on queryingstreams
hastargetedcentralizedsystems.

Somewhat more tangentialare proposalsfor query pro-
cessingin wirelesssensornetworks [5, 20]. Thesesystems
shareour focuson peer-to-peerarchitecturesandminimiz-
ing network costs,but typically focus on different issues
of power management,extremelylow bandwidths,andvery
lossycommunicationchannels.

7 Conclusionsand Future Work
In thispaperwepresenttheinitial designandimplementation
of PIER,a structuredquerysystemintendedto run at Inter-
netscale.PIERis targetedat in situqueryingof datathatpre-
existsin thewidearea.To ourknowledge,ourdemonstration
of thescalabilityof PIERto over 10,000nodesis uniquein
thedatabaseliterature,evenon simulatednetworks. Our ex-
perimentsonactualhardwarehavesofarbeenlimited by the
machinesavailableto us,but give usno reasonto doubtthe
scalabilityshown in our simulationresults.We arecurrently
deployingPIERonthePlanetLabtestbed[25], whichwill af-
ford usexperiencewith alargecollectionof nodesdistributed
acrosstheInternet.

Thescalabilityof PIERderivesfrom asmallsetof relaxed
designprinciples,which led to someof our key decisions,
including: the adoptionof soft stateand dilated-reachable
snapshotsemantics;our useof DHTs as a core scalability
mechanismfor indexing, routing and query statemanage-
ment; our useof recall as a quality metric; and our appli-
cationsin network monitoring.

In this initial work we focusedon thequeryexecutionas-
pectsof PIER,andwe believe this initial designthrustwas
sound. Our scalabilityresultsfor “hand-wired” queriesen-
courageusto pursueanumberof additionalresearchthrusts.
Theseincludethefollowing:
Network Monitoring Applications: Theexisting PIERim-
plementationis nearlysuf�cient to supportsomesimplebut
very usefulnetwork monitoringapplications,a topic of par-
ticular interestto thenetworking researchersamongus. Im-
plementinga handfulof suchapplicationsshouldhelpus to
prioritizeourwork onthemany systemdesigntopicswedis-
cussnext.

Recursive Queries on Network Graphs: Computernet-
works form complex graphs,andit is quitenaturalto recur-
sively querythemfor graphproperties.As asimpleexample,
in the Gnutella�lesharing network it is useful to compute
the setof nodesreachablewithin � hopsof eachnode. A
twist hereis that the data is the network: the graphbeing
queriedis in fact the communicationnetwork usedin exe-
cution. This very practicalrecursive querysettingpresents
interestingnew challengesin ef�ciency androbustness.
Hierar chical aggregationand DHTs. In this paperwe fo-
cusedon implementationand analysisof distributed joins.
We have also implementedDHT-basedhashgroupingand
aggregationin PIERin a straightforwardfashion,analogous
to what is done in parallel databases.However, parallel
databasesaredesignedfor bus-like network topologies,and
the techniquesfor aggregationarenot necessarilyappropri-
atein a multi-hopoverlaynetwork. Otherin-network aggre-
gationschemes,like thoseof Astrolabe[34] andTAG [20],
performhierarchical aggregationin the network, providing
reducedbandwidthutilization andbetterload-balancingasa
result. It is not clearhow to leveragetheseideasin a DHT-
basedsystemlikePIER.Onepossibledirectionis to leverage
theapplicationcallbackssupportedduringintermediaterout-
ing hopsin many DHTs – datacould be aggregatedasit is
routed,somewhatlike theschemein TAG. However it is not
clearhow to do this effectively. An alternative is to superim-
poseanexplicit hierarchyon theDHT, but thisundercutsthe
basicDHT approachto robustnessandscalability.
Ef�cient range predicates: BecauseDHTs are a hashing
mechanism,we have focusedup to now on equalitypredi-
cates,andin particularonequi-joins.In future,it is important
for PIER to ef�ciently supportother predicates.Foremost
amongtheseare the standardunidimensionalrangepred-
icatestypically supportedin databasesystemsby B-trees.
Other importantpredicatesincluderegular expressionsand
other string-matchingpredicates,multidimensionalranges,
andnear-neighborqueries.
Catalogsand Query Optimization : We have seenthatour
existingboxes-and-arrows-basedqueryenginescales,but for
usabilityandrobustnesspurposeswewouldpreferto support
declarativequeries.This necessitatesthedesignof a catalog
manageranda queryoptimizer. A catalogis typically small,
but hasmorestringentavailability andconsistency require-
mentsthanmost of the datawe have discussedup to now,
whichwill stresssomeof ourdesignprinciples.Onthequery
optimizationfront,oneapproachis to startfromclassicparal-
lel [17] anddistributeddatabaseapproaches[19], andsimply
enhancetheir costmodelsto re�ect thepropertiesof DHTs.
This may not work well given the heterogeneityandshift-
ing workloadson thewide-areaInternet.We areconsidering
mid-queryadaptive optimizationapproacheslike eddies[1]
to capturechangesin performance;adaptivity is especially
attractive if we focus on continuousqueriesas we discuss
below.
Continuous queries over streams: As notedin Section6,
we concurwith prior assertionsthat continuousqueriesare
naturalover network traces,which may be wrappedasun-
boundeddata streams. PIER alreadyprovides a pipelin-
ing query enginewith an asynchronousthreadingmodel,
so we canalreadyprocessqueriesover wrappeddistributed
“streams”by introducing“windowing” schemesinto ourjoin



and aggregation code. Beyond this �rst step, it would be
interestingto seehow proposedstreamtechniquesfor syn-
opses,adaptivity, and sharing[2] could be adaptedto our
massively distributedenvironment.
Routing, Storage, and Layering: A number of poten-
tial optimizationscenteron PIER's DHT layer. Thesein-
clude:moreef�cient routingschemesto providebetterphys-
ical locality in the network; “pushdown” of selectionsinto
the DHT, batch-routingof many tuples per call via the
DHT; cachingandreplicationof DHT-baseddata;andload-
balancingof the DHT, especiallyin the face of heteroge-
neousnodesand links. Many of theseare topics of active
researchin the growing DHT designcommunity. An inter-
estingquestionto watchis whethertheDHT communityef-
forts will beusefulto theneedsof our queryprocessingsys-
tem,or whetherwewill dobetterby designingquery-speci�c
techniques.In the latter case,a subsidiaryquestionwill be
whetherour uniqueneedscanbe addressedabove theDHT
layer, or whetherwe needspecializedDHT supportfor in-
creasedperformance.
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