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Abstract

PopularP2P�le-sharing systemslikeGnutellaandKazaa
useunstructured networkdesigns. Thesenetworkstyp-
ically adopt �ooding-basedsearch techniquesto locate
�les. While �ooding-basedtechniquesare effective for
locating highly replicateditems, they are poorly suited
for locating rare items. As an alternative, a wide vari-
ety of structured P2P networkssuch as distributed hash
tables(DHTs) havebeenrecentlyproposed. Structured
networkscan ef�ciently locaterare items,but they incur
signi�cantly higheroverheadsthanunstructuredP2Pnet-
worksfor popular�les. Throughextensivemeasurements
of the Gnutella network from multiple vantage points,
we arguefor a hybrid search solution,where structured
search techniquesareusedto index andlocaterare items,
and�ooding techniquesareusedfor locatinghighlyrepli-
catedcontent. To illustrate, we presentexperimentalre-
sultsof a prototypeimplementationthat runsat multiple
siteson PlanetLaband participateslive on the Gnutella
network.

1 Intr oduction

UnstructurednetworkssuchasGnutella[1] andKazaa[4]
have beenwidely usedin �le-sharing applications.These
networks areorganizedin anad-hocfashionandqueries
are�ooded in thenetwork for a boundednumberof hops
(TTL). While thesenetworks are effective for locating
highly replicateditems,they arelesssofor rareitems1.

As an alternative, therehave beenproposalsfor using
inverted indexes on distributed hashtables(DHTs) [8].
In theabsenceof network failures,DHTs guaranteeper-
fect recall,andareableto locatematcheswithin a small
numberof hops (usually �	��

����� hops, where � is the
numberof nodes). However, DHTs may incur signi�-
cant bandwidthfor publishingthe content,and for exe-
cutingmorecomplicatedsearchqueriessuchasmultiple-

1In this paper, we will use the terms “�les” and “items” inter-
changeably

attribute queries. Despitesigni�cant researchefforts to
addressthe limitationsof both �ooding andDHT search
techniques,thereis still noconsensuson thebestP2Pde-
signfor searching,

In thispaper, wemeasurethetraf�c characteristicsof the
Gnutellanetwork from multiplevantagepointslocatedon
PlanetLab[6]. Our �ndings con�rm that while Gnutella
is effective for locatinghighly replicateditems,it is less
suitedfor locating rare items. In particular, queriesfor
rareitemshave a low recall rate(i.e., the queriesfail to
return�les eventhoughthe�les areactuallystoredin the
network). In addition, thesequerieshave poor response
times. While theseobservationshave beenmadebefore,
to thebestof ourknowledge,ourstudyis the�rst to quan-
tify themin arealnetwork. For example,weshow thatas
many as18%of all queriesreturnno results,despitethe
fact that for two thirds of thesequeries,thereareresults
availablein thenetwork.

We useextensive measurementsto analyzethe traf�c
characteristicsof Gnutella,andbasedonourobservations,
we proposea simplehybrid designthataimsto combine
the bestof both worlds: use�ooding techniquesfor lo-
catingpopularitems,andstructured(DHT) searchtech-
niquesfor locatingrareitems.

We�nd thatsuchadesignis particularlyappropriatefor
existing P2P�le-sharing systemsin which thenumberof
replicasfollow a long taileddistributions: �ooding-based
techniqueswork bestfor the �les at the headof the dis-
tribution,while DHT techniqueswork bestfor the�les at
thetail of thedistribution.

To evaluateour proposal,we presentexperimentalre-
sults of a hybrid �le-sharing implementationthat com-
binesGnutellawith PIER,a DHT-basedrelationalquery
engine[11]. Our prototyperunsat multiple siteson the
PlanetLabtestbed,and participateslive on the Gnutella
network.
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2 Settingand Methodology

To analyzethe Gnutellanetwork, we have instrumented
the Limewire client software [5]. Our client canpartic-
ipate in the Gnutella network either as an ultrapeeror
leafnode,andcanlog all incomingandoutgoingGnutella
messages.In addition,our client hastheability to inject
queriesinto thenetwork andgathertheincomingresults.

ThecurrentGnutellanetwork usesseveraloptimizations
to improve theperformanceover theoriginal �at �ooding
design. Someof the mostnotableoptimizationsinclude
theuseof ultrapeers [3] anddynamicquerying[2] tech-
niques. Ultrapeersperformqueryprocessingon the be-
half of their leafnodes. Whenanodejoins thenetwork as
a leaf, it selectsa numberof ultrapeers,andthenit pub-
lishesits �le list to thoseultrapeers.

A query for a leaf nodeis sent to an ultrapeerwhich
�oods the query to its ultrapeerneighborsup to a lim-
ited numberof hops. Our crawl revealsthat mostultra-
peerstodaysupporteither30 or 75 leafnodes2. Dynamic
queryingis asearchtechniquewherebyqueriesthatreturn
fewer resultsarere-�oodeddeeperinto thenetwork. Our
modi�ed client supportsbothof theseoptimizations.

2.1 Gnutella Search Quality

To estimatethe sizeof the Gnutellanetwork, we began
our studyby performinga crawl of Gnutella.To increase
theaccuracy of our estimation,thecrawl wasperformed
in parallel from 30 ultrapeersfor about45 minutes.This
parallelcrawl wascarriedout on 11 Oct 2003at around
noon(Paci�c time). The network sizeof Gnutellaat the
time of the crawl was around100,000nodes,and there
wereroughly20 million �les in thesystem.

Next, we turnourattentionto analyzingthesearchqual-
ity of Gnutella,bothin termsof recall andresponsetime.
The recall of a queryis de�ned asthe numberof results
returneddivided by the numberof resultsactuallyavail-
able in the network. Resultsare distinguishedby �le-
name,host, and �lesize. Thus, eachreplicaof a �le is
countedasa distinct result. Given the dif�culty of tak-
ing a snapshotof all �les in the network at the time the

2This is con�rmed by the developmenthistory of the Limewire
software:newer Limewire ultrapeerssupport30 leaf nodesandmain-
tain 32 ultrapeerneighbors,while theolderultrapeerssupport75 leaf
nodesand6 ultrapeerneighbors.As a sidenote,in newer versionsof
theLimewire client, leaf nodespublishBloom �lters of thekeywords
in their �les to ultrapeers[7, 2]. Therehave alsobeenproposalsto
cachetheseBloom �lters at neighboringnodes.Bloom �lters reduce
publishingandsearchingcostsin Gnutella,but precludesubstringand
wildcard searching(which are similarly unsupportedin DHT-based
searchschemes.)
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Figure1: CorrelatingQueryResultsSizevs.AverageReplica-
tion Factor.

query is issued,we approximatethe total numberof re-
sultsavailablein thesystemby issuingthesamequerysi-
multaneouslyfrom all 30PlanetLabultrapeers,andtaking
theunionof theresults.This approximationis appropri-
atefor thefollowing two reasons.First,asthenumberof
PlanetLabultrapeersexceeds15,thereis little increasein
the total numberof results(seeFigure3). This suggests
thatthenumberof resultsreturnedby all 30 ultrapeersis
a reasonableapproximationof thetotal numberof results
available in the network. Second,becausethis approxi-
mationunderestimatesthe numberof total resultsin the
network, the recallvaluethatwe computeis anoveresti-
mationof theactualvalue.

We obtainedGnutellaquerytraces,andchose700 dis-
tinct queriesfrom thesetracesto replay at eachof the
PlanetLabultrapeers.To factorout the effectsof work-
load �uctuations, we replayedqueriesat threedifferent
times.In total,wegenerated����������� queries( �������������
� ). We make threeobservationsbasedon the resultsre-
turnedby thesequeries.

First, asexpected,thereis a strongcorrelationbetween
thenumberof resultsreturnedfor a givenquery, andthe
numberof replicasin the network for eachitem in the
queryresultset. The replicationfactor of an item is de-
�ned asthe total numberof identicalcopiesof the item
in the network. Again, to approximatethis number, we
countthenumberof itemswith thesame�lename in the
union of the queryresultsobtainedby the 30 ultrapeers
for the samequery. We thencomputethe averagerepli-
cationfactorof a queryby averagingthereplicationfac-
tors acrossall distinct �lenames in the query result set.
Figure1 summarizesour results,wheretheY-axisshows
queryresultssetsize,andthe X-axis shows the average
replicationfactoraveragedacrossall queriesfor eachre-
sults set size. In general,querieswith small result sets
returnmostly rare items,while querieswith large result
setsreturnboth rareandpopularitems,with thebiasto-
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Figure2: ResultsizeCDF of Queries
issuedfrom30Ultrapeers.
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Figure4: Correlating ResultSizevs.
First ResultLatency.

wardspopularitems.

Second,our results demonstratethe effectivenessof
Gnutella in �nding highly replicatedcontent. Figure 2
plots the CDF of the numberof resultsreturnedby all
queries(theResultscurve), anda lower boundon theto-
tal numberof matchingitemsperquery(theTotal Results
curve). Wecomputethis lowerboundby takingtheunion
of all result setsobtainedby the 30 ultrapeersfor each
query. Note that therearequeriesreturningasmany as
1,500results,which would seemmorethansuf�cient for
most �le-sharing uses. In addition,Figure4 shows that
thequerieswith largeresultsetsalsohave goodresponse
times. For queriesthat returnmorethan150 results,we
obtainthe�rst resultin 6 secondson average.

Third, our resultsshow the ineffectivenessof Gnutella
in locating rare items. Figure 4 shows that the average
responsetime of queriesthat return few resultsis poor.
For queriesthatreturna singleresult,73 secondselapsed
on averagebeforereceiving the�rst result.

An importantpoint to note is that queriesthat return
few itemsarequiteprevalent. Figure3 shows theresults
of the sameexperimentas Figure 2, limited to queries
that returnat most20 resultsfor 5, 15 and25 ultrapeers.
Note that while 29% of queriesreceive more than 100
results,and9% receive morethan200 results,thereare
41%of queriesthat receive 10 or fewer results,and18%
of queriesthat receive no results.For a large fractionof
queriesthatreceivenoresults,matchingresultsarein fact
availablein thenetwork at the time of thequery. Taking
theunionof resultsfrom all 30 ultrapeersfor eachquery,
theresultsimproveconsiderably:only 27%of queriesre-
ceive 10 or fewer results,andonly 6% of queriesreceive
no results.This meansthat thereis anopportunityto re-
ducethepercentageof queriesthatreceivenoresultsfrom
18%to at least6%,or equivalently to reducethenumber
of queriesthatreceive no resultsby at least66%. We say
“at least”becausetheunionof resultsis anunderestima-

tionof thetotalnumberof resultsavailablein thenetwork.

2.2 Increasethe Search Horizon?

An obvious technique to locate more rare items in
Gnutellawould be to increasethe searchhorizon using
larger TTLs. While this would not help searchlatency,
it could improve queryrecall. As the searchhorizonin-
creases,thenumberof querymessagessentwill increase
almostexponentially. Given that queriesthat returnfew
resultsarefairly common,suchaggressive �ooding to lo-
caterareitemsisunlikely to scale.In futurework,weplan
to quantifytheimpactof increasingthesearchhorizonon
theoverall systemload.

2.3 Summary

OurGnutellameasurementsrevealthefollowing �ndings:
$ Gnutella is highly effective for locating popular

items. Not only are theseitems retrieved in large
quantities, the queries also have good response
times.

$ Gnutellais lesseffectivefor locatingrareitems:41%
of all queriesreceive10or fewer results,and18%of
queriesreceive no results. Furthermore,the results
have poor responsetimes. For queriesthat returna
singleresult,the �rst resultarrivesafter73 seconds
on average. For queriesthat return10 or fewer re-
sults,50 secondselapsedon averagebeforereceiv-
ing the�rst result.

$ There is a signi�cant opportunity to increasethe
query recall for locating rare items. For instance,
the numberof queriesthat returnno resultscanbe
reducedfrom 18%to at least6%.

Thus,thereareaconsiderablenumberof queriesfor rare
items,andthereis a considerableopportunityto improve
the recall and responsetimesof thesequeries. Further-
more,we notethat �ooding moreaggressively is not an
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answerto this problem,as �ooding with a higher TTL
will not necessarilydecreasethe responsetime, andwill
signi�cantly increasethesystemload.

3 The Casefor Hybrid

Variousresearchefforts have proposedDHTs as an al-
ternative to unstructurednetworks like Gnutella,arguing
that DHTs canimprove queryperformance.In this sec-
tion, weexplorethefeasibilityof aDHT-basedquerysys-
tem. In a �ooding scheme,queriesare moved towards
the data. In contrast,DHT-basedsearchschemesmove
bothqueriesanddata, causingthemto rendezvousin the
network. Thismovementtypically consistsof two phases.
First,acontentpublishingphasemovescopiesof datainto
traditional inverted�les which arethenindexed by key-
wordin aDHTs. They arealsoknown asinvertedindexes.
Eachinverted�le comprisesasetof unique�le identi�ers
(a postinglist) for a distinctkeyword. Secondly, a query
executionphaseperformsbooleansearchby routing the
queryvia theDHT to all sitesthathosta keyword in the
query, andexecutingadistributedjoin of thepostingslist
entriesof matchingitems.

While DHT-basedsearchprovidesperfectrecall in the
absenceof network failures,a full-�edged DHT imple-
mentationhasits own drawbacks. The contentpublish-
ing phasecanconsumelargeamountsof bandwidthcom-
paredto queriesthatretrievesuf�cient resultsvia �ooding
in anunstructurednetwork. Considerthequery“Britney
Spears”that requestsall songsfrom this popularartist.
“Britney” and“Spears”arepopularkeywordswith large
postinglists. Thepublishingcostsof building theinverted
indexes for thesetwo keywords are high. A “Britney
Spears”queryalsorequiresshippinglargepostinglists to
performthedistributedjoin. Recentback-of-the-envelope
calculations[12] suggestthatshippinglargepostinglists
over DHTs is bandwidth-expensive. While compression
techniquesandBloom�lters wouldreducethebandwidth
requirementsof publishing,a �ooding schemethat does
not incur any publishingoverheadsis both simpler and
moreef�cient for suchqueries.

On the other hand, queriesover rare items are less
bandwidth-intensive to compute,sincefewer postinglist
entriesareinvolved. To validatethe latter claim, we re-
played70,000Gnutellaqueriesover a sampleof 700,000
�les 3 usinga distributedjoin algorithmover DHTs [11].
We observed that on average,queriesthat return 10 or
fewer resultsrequireshipping7 timesfewer postinglist

3Thesequeriesand�les werecollectedfrom 30 ultrapeersasde-
scribedin Section2.1.

entriescomparedto the averageacrossall queries.This
motivatesa hybrid search infrastructure, wheretheDHT
is usedto locaterare items,and�ooding techniquesare
usedfor searchinghighly replicateditems.

3.1 Hybrid Techniques

Thehybridsearchinfrastructureutilizesselectivepublish-
ing techniquesthat identify andpublishonly rare items
into theDHT. Differentheuristicscanbeusedto identify
whichitemsarerare.Onesimpleheuristicis basedonour
initial observation in Section2.1: rare�les arethosethat
areseenin small resultsets.In essence,theDHT is used
to cacheelementsof smallresultsets.Thisschemeis sim-
ple,but suffersfrom thefactthatmany rareitemsmaynot
have beenpreviously queriedandfound, andhencewill
not be publishedvia a cachingscheme.For theseitems,
othertechniquesmustbeusedto determinethat they are
rare. For example,publishingcould be basedon well-
known termfrequencies,and/orby maintainingandpos-
sibly gossipinghistoricalsummarystatisticson �le repli-
cas.

This hybrid infrastructurecan easily be implemented
if all the ultrapeersareorganizedinto the DHT overlay.
Eachultrapeeris responsiblefor identifying andpublish-
ing rare�les from its leafnodes.Searchis �rst performed
viaconventional�ooding techniquesof theoverlayneigh-
bors. If not enoughresultsarereturnedwithin a prede-
�ned time, thequeryis reissuedasaDHT query.

3.2 Network Churn

A practicalconcernof usingDHTs is thenetwork churn.
A highnetwork churnratewould increasetheDHT main-
tenanceoverheadto managepublishing(andunpublish-
ing). To understandthe impactof churn,we measurethe
connectionlifetimesof ultrapeerandleaf neighborsfrom
two leafnodesandtwo ultrapeersover72hours.Thecon-
nectionlifetimes we measureare a lower boundon the
sessionlifetime asnodesmaychangetheir neighborsets
duringthecourseof their Gnutellasession.We make the
following two observations.

First, themeasuredaverageconnectionlifetimesof leaf
and ultrapeernodesare 58 minutesand 93 minutesre-
spectively. Ultrapeershave1.5timeslongerlifetimesthan
leafnodes.To reducetheoverheadsof DHT maintenance,
only stableultrapeerswith moreresourcesshouldbeused
asDHT nodes.

Second,the measuredmedianconnectionlifetimes of
leaf andultrapeernodesareonly 13 minutesand16 min-
utesrespectively. Sincethemedianlifetime is muchlower
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than the mean,by discountingthe short-lived nodeswe
havea fairly stablenetwork. For instance,if weeliminate
all leaf nodeswhoselifetimesexceed10 minutes,theav-
eragelifetime of theremainingnodesis 106minutes4. In
general,thelongeranodeis up,thelongeronecanexpect
anodeto stayup. Hence,to addresstheissueof staledata
in the DHT, �le informationof short-lived nodesshould
simply not be indexed. Theseshort-lived nodesarenot
usefulsourcesof dataanywaysincethey arelikely to dis-
connectbeforeotherscandownloadtheir content.

4 Preliminary Experimental Results

To evaluateourhybriddesign,wedeploy anumberof hy-
brid clientson PlanetLabthatparticipateon theGnutella
network as ultrapeers. In addition, theseclients are
pluggedinto a DHT-basedsearchenginebuilt on top of
PIER [11], a P2P relational query engineover DHTs.
Our deployment shouldbe seenasa strawman; a fully-
deployed hybrid infrastructurewould requireanupgrade
of all existingclients.

In addition to the traditionaldistributed join algorithm
discussedearlier for searching,the PIER searchengine
alsoutilizesJoin Indexes, by storingthefull text (i.e. the
�lename) redundantlywith eachpostinglist entry. The
searchquery is hencesent only to a single nodehost-
ing any oneof thesearchterms,andtheremainingsearch
termsare�ltered locally. Thistechniqueincursextrapub-
lishing overheads,which are prohibitive for text docu-
mentsearch,but tolerablefor indexing short�lenames.

Eachhybrid ultrapeermonitorsquery resultsfrom its
regularGnutellatraf�c. Thesequeryresultsareresponses
to queriesforwardedby theultrapeer. Queryresultsthat
belongto querieswith fewer than20resultsarethenpub-
lishedinto theDHT. Thepublishingrateis approximately
one �le per 2-3 secondsper node. Eachpublished�le
andcorrespondingpostinglist entriesincursa bandwidth
overheadof 3.5 KB per �le. Join Indexes increasethe
publishingoverheadto 4 KB per �le. A largepartof the
bandwidthconsumptionis due to the overheadsof Java
serializationandself-describingtuplesin PIER, both of
whichcouldin principlebeeliminated.

Wetestthehybridsearchtechniquein PlanetLabon leaf
queriesof thehybrid ultrapeers.Leaf queriesthat return
no resultswithin 30 secondsvia Gnutellaarere-queried
usingthePIERsearchengine.PIERreturnsthe�rst result
within 10-12seconds,with andwithout Join Indexesre-
spectively. While decreasingthetimeoutto invoke PIER

4This is consistentwith the resultsreportedby Limewire's mea-
surementsof 300connectionsover severaldays[7].

would improve theaggregatelatency, this would alsoin-
creasethe likelihood of issuingextra queries. As part
of our future work, we plan to study the tradeoffs be-
tweenthetimeoutandqueryworkload.Notethattheav-
eragelatency for thesequeriesto returntheir �rst resultin
Gnutellais 65 seconds(seeFigure4). Hence,thehybrid
approachwould reducethelatency by about25seconds.

In addition, the hybrid solutionreducesthe numberof
queriesthat receive no resultsin Gnutellaby 18%. This
reductionservesasalowerboundof thepotentialbene�ts
of the hybrid system. The reasonwhy this valueis sig-
ni�cantly lower than the potential66% reductionin the
numberof queriesthatreceive noresultsis two fold:

$ Unlike Gnutellameasurementsreportedin Section
2.1wherequeriesareproactively �ooded from many
ultrapeers,in our experiment,we consideronly the
�les thatarereturnedasresultsto previous queries.
Thus, this schemewill not return the rare items
that werenot queriedduring our experiments.Em-
ploying simpleoptimizationsin whichpeerspublish
proactively their list of rare itemsshouldconsider-
ablyboostthebene�tsof ourscheme.

$ As thenumberof clientsthatimplementourscheme
increase,weexpectthecoverageto improve aswell.
Thecoveragewould beevenbetterin a full-�edged
implementationin whicheachultrapeerwouldbere-
sponsiblefor a set of leaf nodesfrom which they
would identify andpublishrareitems.

UsingJoinIndexes,eachqueryneedsto besentto only
onenode.Thecostof eachqueryis hencedominatedby
shippingthe PIER query itself, which is approximately
850B. Thedistributedjoin algorithmincursa20KB over-
headfor eachquery. Theseresultsindicatethatthebene-
�ts of reducingper-querybandwidthmight outweighthe
publishingoverheadsof storingthe�lename redundantly,
whichmakesJoinIndexesamoreattractive option.

5 RelatedStudies

A recentstudy [9] hasshown that most �le downloads
arefor highly replicateditems.Onemight think thattheir
�ndings contradictour analysisin Section2.1 thatshows
that queriesfor rareitemsaresubstantial.However, the
two studiesfocusondifferentaspectsof Gnutella's work-
load. First, we measureresultsetsizesof queries,while
theirstudymeasuresdownloadrequests.Downloadsonly
re�ect successfulqueries,in instanceswhen usershave
identi�ed matchingitemsfrom theresultsetthatsatis�ed
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their searchqueries.This approachexcludesqueriesthat
failed to �nd matchingrare itemseven when they exist
somewherein thenetwork, or returntoo few resultsthat
areof relevanceto thesearchquery. Second,bothstudies
correctlyre�ect differentaspectsof the Zip�an distribu-
tions. Their studyshows the headof the Zip�an popu-
larity distribution, andhencethey measurethedownload
requestsbasedon the itemsthat matchthe top 50 query
requestsseen.In contrast,our studyfocuseson the long
tail of thedistributionaswell. While individualrareitems
in the tail maynot berequestedfrequently, thesequeries
representsa substantialfractionof theworkload,andare
worthoptimizing.

A separatestudy[10] hasshown thatthepopularitydis-
tributionof a �le-sharingworkloadis �atter thanwhatwe
wouldexpectfrom aZip�an distribution. Themostpopu-
lar itemswerefoundto besigni�cantly lesspopularthan
aZip�an distribution wouldpredict.Ourproposedhybrid
infrastructurewould still apply here,utilizing �ooding-
basedschemesfor items in the “�attened head” region,
andDHTs for indexing andsearchingfor itemsin thetail
of thedistribution.

6 Conclusion

In this paper, we have presentedthe casefor a hybrid
searchinfrastructurethat utilizes �ooding for popular
itemsandthe DHT for searchingrareitems. To support
our case,we have performedlive measurementsof the
Gnutellaworkloadfrom differentvantagepointsin theIn-
ternet.We foundthata substantialfractionof queriesre-
turnedveryfew or noresultsatall, despitethefactthatthe
resultswereavailablein thenetwork. Preliminaryexper-
imentalresultsfrom deploying 50 ultrapeerson Gnutella
showed that our hybrid schemehasthe potentialto im-
prove the recall and responsetimeswhen searchingfor
rareitems,while incurringlow bandwidthoverheads.
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